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Abstract

During the acquisition life cycle of a product, technology, or service, the &dsl@vernment
often finds itself dependent upon a single vendor. Once the Government enters iotggthis |
term business relationship, it may have little leverage to control costs andgenmsaréormance.
This research paper first describes vendor lock and its implications. Thecpapes recent
Department of Defense acquisition guidance and a change to the U.S. Fedetar&8tdive to
intellectual property that could impact how a System Program Office dehlsimgle-source
vendors. The paper then explores specific steps that the Government can take naidv to avoi
entering into vendor lock situations, as well as additional steps to mitigategaet of a
vendor-locked environment during contract performance. Finally, we introduce an iseovat
form of continuous competition that could protect programs from vendor lock by maintdiaing t
pressure of competition throughout the system lifecycle.
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I ntroduction

The Defense acquisition life cycle contains multiple opportunities to introduce
competition into the process. Early in the process, requirements developmentugdas nnghy
companies, large and small, which can bring new technology to the table. As tinecdesigs,
the vendor base is narrowed through a down-select process. Dual sources in develepment a
commonplace, and actually mandated in acquisition regulations. However, once production
begins, the Government acquisition experts generally will pick one winner verolproduct
over a lengthy operations and sustainment period. This can cause one vendor to become the
single provider of a product, system or complete technology.

When a vendor wins the production competition award, that vendor becomes the single
defense contractor delivering all products to the U.S. military. If the proslutitized by
multiple Military Services, the vendor becomes the single provider of a fafyisoducts or
technology. This represents billions of dollars in Defense business acrossétediviees
going to a single vendor for very similar systems in the military teciggolthis research paper
explores the steps that U.S. Military Program Managers and acquisitiaalsf@iould take to
gain leverage in a potential vendor lock situation involving a single vefdhis paper does not
address or question a vendor’s performance on these contracts, but instead centers on the
problems that could result from the degree of leverage exerted on the Governmsimgby a
company.

Vendor L ock

The term “vendor locktlescribes the situation in which customers depend on a single
manufacturer or supplier for some product (i.e., a good or service), and cannot stuthtr a
vendor without incurring substantial costs or inconvenience. This can grant the vendor what
amounts to monopoly power and thus creates the opportunity for the vendor to earndar great
profits than it could in the absence of such dependevieador lock frees vendors to establish
noncompetitive prices, since they have become in effect the “sole sourcevehagpduct or
service.

Admittedly, some of the downside of vendor lock may be offset by savings resulting
from 1) shorter learning curves, 2) development costs absorbed by the vendor bedaise of t
advantage of controlling a large business base, and 3) investment costsrfarciam
technologies and derivative product lines that can benefit military productsveligweose
savings can be minor compared to the typical cost growth associated withssingie
acquisition programs. A recent GAO report revealed that the average a@qudsia major
Defense weapons system experienced a 38% cost growth from originatesime a 27-month
schedule overrun

Vendor lock often rests on proprietary data and supposed intellectual properigh(i®) r
it may also result from standards controlled by the vendor. Recently the Gowemaue
significant changes to U.S. Federal Statute relative to IP rigig&overnment may now

! Office of the Secretary of Defense Open Systenhitéeture Contract Guidebook for Program Managéfsrsion 1.1. May 2013. Appendix
10, Breaking Vendor Lock. Washington, DC.

2 Government Accountability Office, March 201Report GAO 12-400SP, Defense Acquisitions Assessim®alected Weapon Programs
Washington DC; pg 8.
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challenge restrictions placed on the IP by the vehBoeviously, vendors simply declared
ownership, forcing the government to disprove the allegations. This change in theyldde ma
vital to breaking or mitigating vendor lock in the futdre.

Recently, the Air Force released their Sixth Edition of the Technical &at Computer
Software Rights Handbook for Acquisition Professionals, March 2014, where they eaghas
the value of owning technical data rights:

“Specifically, if program office personnel do not acquire sufficient rights in technical

data and computer software prior to award, they may relinquish the opportunity to
enhance competition and preserve core logistics capabilities as required by 10 U.S.C. 88
2464 and 2466. If the Government relinquishes that opportunity prior to award, the a
Program Office will lock itself into a position where the incumbent can force it to pay an
exorbitant price years or decades hence to be able to use, release or disclose that
technical data or computer software to individuals outside the Government. Of course,
that assumes the incumbent is willing to sell the Program Office a license toleasere

or disclose that technical data or computer software to individuals other than
Government employees at any piite.

Avoiding vendor lock or minimizing its effects is consistent with ensuring@dibility in
military systems, as directed by the Under Secretary of Defengedaisition, Technology and
Logistics (USD AT&L) Memorandum of September 14, 2010, “Better Buying PoiB&P).
There are several considerations which can drive affordability and mibgabntrol the impact
of vendor lock. These considerations, with specific emphasis on owning IP and continually
introducing competition into the process, are address in this paper.

Benefits of Competition

The value of competition has been incorporated into every major piece of Federal
legislation on acquisition reform and is continually touted in political speecklgsublic
engagements. The Department of Defense (DoD) strives to foster coompétitwever, like
many Government agencies, the DoD tends to view competition as an activity tiratady
during the initial contracting process, rather than as a dynamic tool for axhggcess over
the life of a program. Most DoD programs today award development and production céotracts
a single prime contractor or contractor team. Using this single-proypgenach, the DoD fails
to maintain continuous lifecycle competition—the use of competition to motivate dontrac
performance throughout the life of a program. As a result, too many DoD aocqusiigrams
fail to achieve their cost, schedule, and performance objectives.

Competition is an extremely strong motivator: the forces of competiticasaat “invisible
hand” to self-regulate contractor performance. Contractors tend to keep each olteek, and
the Government greatly benefits from, and is protected by, the nature of tmmpdixtensive
historic data on DoD programs has shown that costs consistently decline in aitbeenpet

% Intellectual Property Rights Law Chandgtp://www.taftlaw.com/news/publications/detail/8@@d-issues-final-rule-on-ownership-of-
technical-data-rights-where-commercial-item-is-deped-exclusively-at-private-expense

4 Government Accountability Office, May 2011, RepGAO 11-469, Defense Acquisition: DoD Should Claffgquirements for Assessing
and documenting Technical-Data Needs, Washington DC

5 Acquiring and Enforcing the Government’s Right§echnical Data and Computer Software Under Departrof Defense Contracts: A
Practical Handbook for Acquisition Professions, 8a2014; Office of the Staff Judge Advocate, SpamtMissile Systems Center; pg. 2.
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environment, while performance and reliability increase. A 2001 study by t(NORA
Corporation showed that the introduction of a second source during the production of the
Tomahawk missile led to estimated savings of $630 million, while improving thdeisiss
reliability from approximately 80% to 97%. The same study also revealethéhzn DoD
aircraft programs that involved no competition during the production phase experienced a
average 46% increase in cost over the original budget.

By contrast, a single-provider environment produces smaller performance imirdge
longer schedules, and higher costs. Schedule delays and cost overruns consuoansignifi
resources; for example, a 2011 study by the Center for Strategic and lore&in@tudies
(CSIS) found that 32% of the single-award contracts let after full and open competition with
multiple vendors experienced overruns, at a net cost to the Government of $19 billion over the
life of the program. Since programs experience fewer overruns and de&agsntinuous
competition environment, the DoD can invest less time and money overall in mangaging it
programs.

Avoiding and breaking vendor lock can be accomplished by creating an environment of
continuous competition in both development and production. This paper addresses several
techniques to keep a second or third vendor in the game by offering shared contaectaloll
pursue alternative technologies, and shared contract quantities to maintadetipn
capability at low levels. As a result, the single vendor does not have a lock on thesasine
technology.

Optionsfor Avoiding Vendor L ock

The following items should be considered early in the acquisition process, probably pr
to contract award, to offer maximum influence over vendor lock during the acquiskiaydie.

Examine | P Rights- The Program Office should assess all proprietary aspects of the
proposed technical and engineering solution and negotiate optimum data rights. Ifipwners
can drive costs up because the owner naturally wants to recoup investment costsstidesugh
its products. Thus, vendors have motivation to declare IP ownership. To overcome this issue, the
U. S. Military must fully leverage all license rights for IP to whiclsiaiready entitled. The
development and production contract negotiating position can consider cost aéfgienc
technical data procurement and software reuse as well as the maximum usesufurpe
software. Supporting activities for this approach include:

* Conduct an audit of IP and proprietary IP claimi&he Program Office should challenge
restrictions placed on IP by the vendor in its contract and in any production change
proposals. Vendors develop IP both under Federal contracts and at their own expense.
The lines can become blurred, especially if individual customers (such asithesva
military buyers) impose unique requirements. This is especially true witntbegence
of Open Systems Software (OSA) and data rights addressed early fe thele.

® RAND Corporation. 2001Assessing Competitive Strategies for the Joink&ighter —Opportunities and Optiar8anta Monica, CA; pg 16.
" Hofbauer, Joachim et. al. 20XIost and Time Overruns for Major Defense Acquisitffwograms Center for Strategic and International
Studies, Washington, D.C.Meyers, Dominique. 2@02yuisition Reform: Inside the Silver Bullet — Amarative analysis —JDAM vs. F-22
Acquisition Review Quarterly.



The Program Office should communicate with the other Military Services doing
business with their prime vendor on similar systems to verify and validate ##hich

the Government has already acquired under development and/or production contracts
and determine the total extent of Federal government IP.

The Program Office should consider using software tools, such as the Open Source
Software Scanner (OSSS) determine if the software includes open source code
that may provide the government with additional IP rights at no additional cost.
Software-intensive systems share the common problem that vendors use recycled
code to streamline the software production process. Sometimes vendors incorporate
open source code in their systems and then claim restricted/limited ngintshe
resulting IP. In these cases, the Government may employ various sofbaare c
scanning tools, such as OSSS, to discover any open source code embedded in its
systems, and use these results as leverage over a contractor who wrsartgylas
limited/restricted rights over IP that it did not actually possess. Sudttigityacould

be a precursor to a broader discussion regarding the source of all softwaraccode a
associated claims of IP license rights, and could support a decision to audit the
current state of a program’s IP license rights.

The Program Office should include provisions in the contract that require the vendor
to provide a detailed approach on use of open source software and associated cost
efficiencies. The Program Office should use this information in analyzengendor
proposal incorporated into the final contract award to determine inconsistencies or
redundancy in IP between the proposed solutions.

* Assess what the Government has and may need in the fthhar&overnment typically
has more IP rights than it realizes because an issue may not have beerploildex
during the contract negotiation process. The Program Office should asseskeits IP
license rights versus rights it might need to ensure the prospect of futuretitiom per
the product or technology. If they obtain full Government Purpose Rights (GPR) for key
pieces of IP in the system, it can initiate separate competition among othersviendor
those subsystems or components. As noted earlier in this report, a recent change in the
law now makes the contractor responsible for defending assertions of limirectéds
data rights for commercial items developed completely at private expense.

The Program Office should seek advice from legal counsel about implementation and
application of this new legislation.

The Program Office needs to analyze GPR on past and current product contracts,
utilizing Defense Contract Management Agency (DCMA) records for other U.S
military contracts with similar GPR provisions where available.

* Review subsystems and components for proprietary interfaces and develop a plan to
transition them to current industry standard interfadesoprietary interfaces present an
additional issue that may contribute to vendor lock. The Naval Aviation Systems

8 Seehttp://www.openlogic.com/products/scanners/

http://www.linuxfoundation.org/programs/legal/conapice/tools

9 http://www.taftlaw.com/news/publications/detail/8@@d-issues-final-rule-on-ownership-of-technicatedeights-where-commercial-item-is-
developed-exclusively-at-private-expense.
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Command (NAVAIR) has developed a tool, the Key Open Subsystems Tool (K@SS)
evaluate which system components may be most susceptible to vendor lock because of
proprietary interfaces. This tool offers one method for determining the mpsttant
subsystems/components for which the Program Office should seek licenseTright

KOSS Tool can identify those important system components that may become obsolete
or require upgrades more often than others. This tool can help a program to evaluate
which key system components may prove most susceptible to the negative impacts of a
vendor-locked situation. In short, if only one vendor can replace or upgrade those key
components, that de facto monopolist may be able to exert excess negotiatirgglevera
over replacement/upgrade prices. Furthermore, the monopolist vendor’s solutions may
inferior to those on the open market. To combat these problems, the KOSS tool may help
the Government to identify any key component interfaces that follow proprietary
standards and should be modified to use open standards, thus ensuring that other qualified
vendors can provide replacement components. By highlighting these key components,
KOSS allows a program to focus its efforts on acquiring IP rights only for tholkky

volatile areas of the system and to conserve resources by disregarftingtter, less
important system components.

The Program Office should consider using the KOSS tool or generating a sooilar
to determine which interfaces on the system may be most susceptible to vendor lock
in the years to come.

The Program Office should discuss with NAVAIR the lessons learned regahnding t
utility and benefits of the KOSS tool.

The Program Office could perform an Intellectual Property (Data Righisiness
Case Analysis as an alternative to using KOSS.

Conduct an Intellectual Property (Data Rights) Business Case Anadyprescribed
in Better Buying Power 1.0, utilizing the discoveries from the KOSS tool sinaly

* Examine how the Program Office will attempt to acquire, as a priced line item in the
contract that is the subject of a sole source Justification and Authorization (J&A) after
award. Rights in technical data and computer software should be procured with
sufficient depth to allow follow-on competitive acquisitions. The Program ©sfmould
take steps during the contract period of performance to identify, reverseengir
acquire technical data or computer software not identified as a priced optnen in t
contract action that is later the subject of the J&A. The Program Office shalldnge
nonconforming or unjustified markings on technical data and computer software
delivered to it under previous contracts so those markings can be removed to allow full
use of technical data and computer software for a follow-on competitive aicoui$te
Program Office should take advantage of Open Business Model (i.e., Open System
Architecture) practices to break vendor-lock to minimize future sole sotuegi@ns:

Apply Continuous Competition Strategies - When competition is continually present,
industry responds with their best team and more agility, and the Government is aforoned

% For the KOSS, seéttps://acc.dau.mil/CommunityBrowser.aspx?id=317012
1 Program Office Technical Data and Computer So#vRights Handbook, Sixth Edition, March 2014; 8. 4
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consumer. However, competition rarely continues after contract awaehdngte winning
contractor often establishes monopolistic advantages and gains vendor lockséls a re
programs can experience cost growth, schedule delays, and average or everfqrotanss.

By contrast, experience has shown that continuous competition can drive both incremental
improvement and game-changing innovation in weapons systems acquisition.

The FAR recognizes several competitive acquisition methods. Awards cardeemza
single winner, or awards are made to multiple sources, thereby influencipgetieace of
competition for the remainder of the life cycle. Dual sourcing and leatlew&y are two
established acquisition methods used to implement continuous competition throughout the
lifecycle. DFARS (Subpart 207.1) recognizes dual sourcing as a viable appoaamuisition.
This method creates competitive pressure through having two or more sounessystiems
that meet requirements. Dual sourcing has been used primarily by progthmsasonable start-
up costs that produce large quantities of an item at the least total cost. Uddefddawer
sourcing, described in FAR subpart 17.4, an otherwise sole-source “leader” comravimes
“assistance and know-how” to a “follower” contractor to achieve the beoéfitsilti-sourcing.

» Consider dual sourcing strategies to introduce continuous competition into the
acquisition processThe Program Office should consider continuous competition
strategies and methods to be applied from development through production in order to
maintain multiple sources throughout the acquisition life cycle. These stsatzg
include dual sourcing in production, leader-follower contracts, low-level production
guantities, and targeted technologies development with a second vendor.

Competitive Dual Sources. The government fully funds two contractors to
execute their designs or solutions to meet a need. The contractors fully develop
and produce their designs, thus providing the government with two viable
solutions. The two sources continuously drive down prices while also improving
the performance and reliability of their products over time. Of the continuous
competition strategies, this approach requires the greatest upfront invielsyme
the government, but it also creates the most competition and the highest
probability of meeting program mission needs on schedule.

» Consider Competitive Multi-sourcing with Distributed Awandader this approach,
DoD programs would select more than one contractor to develop, produce, and sustain a
program throughout its lifecycle: a primary source and one or more secondarygsource
that contribute a lower level of design development and work share. A second contractor
is selected to create a continuous competitive environment and to provide a viable back
up should the primary contractor fail to meet program objectives. Under this niedel, t
government awards the majority of funding to a prime contractor, and at the s@me ti
provides a smaller amount of funding to a secondary source. Keeping a second source
under contract at even a low level (e.g., 5-10 percent of prime contract costsjmmainta
significant competitive pressure on the prime contractor by greatlyingdine barriers
of entry into the program (i.e., it lowers the costs of switching if the prime rate
perform satisfactorily). It also allows the second source to refine and nitatteehnical
approach and gain familiarity with the program’s operations. The cost aénmepking



this competitive multi-sourcing approach can be relatively small compartte benefits
of competition that it provides. The DoD can apply this approach in several ways to
maintain continuous competition in all stages of the acquisition lifecycle:

Percentage-based Distributions. Under this strategy, a set percentage of isinding
allocated to each source. For example, Vendor A submits the best offer and
receives the majority of funding (e.g., 90 percent) as the primary source. Vendor
B submits the second-best offer and receives a smaller percentage of funding
(e.g., 10 percent) to partially develop its design or to work on a particular subset
of the contract requirements. This strategy keeps a second viable source in play
during the prototyping, development, production, and sustainment phases, which
will provide competitive pressure to motivate the primary contractor.

Full Development with Scaled Production. Under this strategy, two or more
contractors are fully funded to develop prototype products. After the two
prototypes have been delivered, the government selects one contractor for full-
scale production and awards a contract for limited production to the second
source. This strategy can work best for products to minimize risk during the
design phase of the program.

Next Increment Prototype Model. Under this strategy, the DoD uses ayrimar
source to maintain engineering capability for the current production unitsérles
amount of funding is provided to a secondary source to build a prototype for the
next program increment. In addition to getting a head start on the next spiral of
development, this mechanism allows the DoD to introduce a second capable
source and position it to compete with the prime for the next program increment.

Partial Contractor-funded Development Model. Under this strategy, the DoD caps
the amount of development funding to a second contractor (e.g., 30 percent of
proposed costs). The contractor has the option to fully fund the development of
the proposed design. This gives the contractor the potential to recapture these
development costs during the production phase if the government selects the
second contractor’s design for production.

Explore Shared Technology - Rather than accept the vendor’s claims, the Program

Office should independently analyze the technology and determine areas of liatly amid
private investment relative to product technology. The DCMA and Defense Cohiiditt
Agency DCAA both have information on the vendor’s total Federal contract busirsestoba
product technology, including any independent research and development (IR&D) apptied t
corporation’s commercial work.

Examine development and production investments across producMiaeyg programs
are aligned with vertical integration points to ensure the system opefatengy.
However, looking at horizontal system-of-system integration points atna$iple
production lines for products may reveal cost savings and areas that could qwssitynr
to the specifications.

The Program Office should continually pursue vendors to identify specific
opportunities for cost sharing, such as software reuse and horizontal interfaces.



The Program Office should request an independent review by DCMA and DCAA,
separate from the normal product proposal audit, to identify areas of cost efficiency
based on an understanding of vendor investments across product lines.

Review delivery of documentation under Contract Data Requirements List (CBRE) it
and assert data rights for redundan@®efense contracts include the Data Accession List
(DAL) provision under DFARS Clause 52-227-10, which allows the Program Office to
determine the data it would like to access and at what cost. For example, the @overnm
is always entitled to unlimited rights in Form, Fit, and Function data for a gix&em
regardless of who funded system development. It is vitally important thatdbeaf

Office consider the delivery of non-delivered CDRLs and assert IP iigttie product

or technology as noted in tiESD OA Contract Guidebook.

The Program Office should use the DAL to require vendors to identify and propose
cost efficiencies in technical data delivery.

The Program Office should look for opportunities to discover redundant data delivery
or areas where specifications could be revised to allow delivery of more comraon dat
items. The Program Office should engage the vendors and the product supply chain
vendors to determine opportunities for savings in data delivery.

Carefully Set Production Quantities - Rather than accept the vendor’s claims, the

Program Office should independently analyze the technology and determinefdnatihs o
military and private investment relative to product technology. The DCMA and D@AA
have information on the vendor’s total Federal contract business base for that product or
technology, including any independent research and development (IR&D) applied to the
corporation’s commercial work.

Examine development and production investments across producMiaesg programs
are aligned with vertical integration points to ensure the system opeffatenty.
However, looking at horizontal system-of-system integration points acnalsiple
production lines for products may reveal cost savings and areas that could gwssitynr
to the specifications.

The Program Office should continually pursue vendors to identify specific
opportunities for cost sharing, such as software reuse and horizontal interfaces.

The Program Office should request an independent review by DCMA and DCAA,
separate from the normal proposal audit, to identify areas of cost effitdasey on
an understanding of vendor investments across product lines.

Review production quantity assumptiordany times economic ordering quantity
assumptions will lead to the Government to purchasing more capabilities than needed.
The cost of a product increases as production slows, based on assumed fixed cost
allocations across a smaller business base. There may be a tendenantwebuy

production units than needed in order to keep the unit cost down. But in the larger
picture, this leads to higher overall costs. The more compelling argument far highe
production pace is to reduce risk of lost expertise and industrial base capdahilgy
additional risk is usually assumed but never quantified through vendor proposals and the
independently verified. To avoid unverified assumptions and unjustified risk, the
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Program Office should include
evaluate the risks and benefits

pricing for quantity variables in the solmitasind then
of various buying scenarios with real pricing.

The Program Office should structure the contract line items to accommodafg#emult

production paces in order to
production rates.

verify costs and impact of slower or accelerated

The Program Office should request that DCAA scrutinize the price diffes@ice

various quantity options to a
reduction.

The Program Office should conduct an independent study about assumptions around

production rates and impact
technologies. The Program

llow the Program Office to weigh the costs agaknst ris

to the industrial base for their military systems
Office may use assumption analysis in the ATRCRA

Report, Performance of the Defense Acquisition System 2013 Annual Regplbith
addresses the impact of framing assumptions on baseline costs

The Program Office should |

ook across production lines for other Military Service

requirements for examples of production paces and economic ordering quantity

strategies.

Evaluate Test and Evaluation st
drivers to any large system. DoD has

rategies- Testing and design problems are major cost
canceled entire programs for eosinswunder the

Nunn-McCurdy Amendment after investing billions of dollars that could have been used
elsewhere across the Departmé&haccording to the Government Accountability Office (GAO),

50 of 74 breaches involved engineering design issues discovered after production had begun. By

law, AT&L Office of Performance Assessments and Root Cause Analys&®RAmust
perform a statutory root-cause analysis for all “critical” Nunn-Mc@umeaches as well as

discretionary root-cause analyses req
2438)* These focus on work content
changes, which primarily include new
sub-tier requirements and additional
testing. The Navy has shown a distin
advantage in the aircraft area to contr
costs, since they control the work
content changes. The Navy has also
adopted a process improvement
approach to the production test for the
NMT going through test in 2012. The
Program Office may want to consider
the lessons learned from Navy

uested by the Secretary ofedDsE®md0 U.S.C., Section

NUWC Newport CPI Event to Achieve Navy Multiband Terminal
Attrition Cost Avoidance - 8/2/2012, NUWC Newport Public Affairs

3ﬁuwc Newport's Undersea Electromagnetic Systems Department recently
oﬂonducted a Continuous Process Improvement (CPI) A3 event to determine
where to make attrition cuts while bolstering the Navy Multiband Terminal
(NMT) Program in the face of impending funding reductions. The cost
avoidance was achieved by strategically supporting key program test events
based on Defense Contract Management Agency/contractor-provided quality-
inspection data on the production side, and using NMT personnel for fleet
support of other programs. ...Other improvements will be realized in the
coming months with the pre-deployment of the MPE communications planning
software by NMT Communication planning subject matter experts. These
personnel have been trained and are coming up on the learning curve with
expected benefits in fiscal year 2013, as more NMT terminals are installed
in the Fleet."

Multiband Terminal (NMT) as they exe¢

2cute

the production contract.

12 performance of the Defense Acquisition System328inual Report. Pg. 10, Washington, DC: Officehaf Under Secretary of Defense,

Acquisition, Technology and Logistics, 2013
12 Government Accountability Office. 201Trends in Nunn-
11-295R) Washington DC: Author

McCurdy cost breaches for major megeacquisition program@&eport No. GAO

14 Office of the Under Secretary of Defense, Acqigsit Technology and Logistics, 2013. PerformancthefDefense Acquisition System, 2013

Annual Report. Pg. 36. Washington, DC
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* Adopt an Open Architecture approadfhe Navy has also adopted an Open Architecture
approach to help minimize the impact of design changes through standards. Expanding
on that initiative, there are several opportunities to adopt a better test andievalua
strategy and apply these strategies early in the development and productiss:proce

Family of Products — interoperability standards need to be established for broad
system or total technology acquisitions. Require the vendor to develop alternative
material solutions, and then have another vendor validate the standards.

Cloud and Virtualization — SOA. Run applications as a service, moving away

from the vendor and a stovepipe environment with multiple products for different
systems. Common systems will help manage upgrades and their cost or schedule
impact.

Early involvement by T&E. Create an evaluation framework early in therays
development, prove the design and sustainment concepts early through
demonstration and test, apply challenge-based acquisition methods. The DoT&E
Annual Report of 2013 recommends early involvement.

Develop a common test environment so that the system can be proven to be end-
user suitable as well as supportable. Cyber upgrades and software fixes need to
be easily accommodated using a common test environment strategy.

IP rights need to be established not just for unlimited rights in tech data and
computer software, but also include rights to development and test environment.

Minimizing the Effects of Vendor L ock

In order to minimize the effects of Vendor Lock once the Program Offizedsr
contract, several actions can be taken during the production phase of theiandifiesitycle.

Change the Systems Acquisition Approach - While products may have been under
development for some time, the Program Office can still take certain atiornisimize the
impact of vendor-lock. Supporting activities include:

» Develop a common architecture across a product line or similar Programs of Réfcord:
the Program Office already finds itself tied to a single vendor for the pgroduc
technology within a system or program, it could foster development of a common
architecture via a comprehensive migration approach. This strategy fationgo a
common architecture may include only the Program Office across theabsggiems or
could constitute a Joint approach that includes military counterparts that have als
contracted with the vendor to develop systems similar to their product.

Per theOSD OA Contract Guidebop&s part of this migration strategy, the
Program Office should develop a plan that addresses how the fdadswgh an

12



effort may be structured to support commonality acrdsseadf products that
may have several different owners.

The Program Office should focus on leg@eggrams, paying particular attention
to “back-fit” and“forward fit” of systems?®

* b. Address Testing and Design Managemé€easting and design problems play a major
role in driving up the cost of any large system. Under the Nunn-McCurdy Amendment
DoD has canceled entire programs for cost overruns, but only after investiogshafi
dollars that could have been used elsewhere across the Depaftreobrding to the
Government Accountability Office (GAO), 50 of 74 breaches involved engineering
design issues discovered after production had begun. The Navy has shown a distinct
advantage in the aircraft area to control costs, since it controls the woekicomanges.
The Navy also adopted a process improvement approach to the production tests for the
NMT that took place in 2012. The Program Office may want to consider the lessons
learned as it executes the production contract. The Navy has also adopted an Open
Architecture approach to help minimize the impact of design changes throndargsa
Expanding on that initiative, there are several opportunities to adopt a betéardest
evaluation strategy and apply these strategies early in the developmenbdinction
process:

Family of Products — interoperability standards need to be established for broad
system or total technology acquisitions. Require the vendor to develop alternative
material solutions, and then have another vendor validate the standards.

Cloud and Virtualization — SOA. Run applications as a service, moving away

from the vendor and a stovepipe environment with multiple products for different
systems. Common systems will help manage upgrades and their cost or schedule
impact.

Early involvement by T&E. Create an evaluation framework early in therays
development, prove the design and sustainment concepts early through
demonstration and test, apply challenge-based acquisition methods. The DoT&E
Annual Report of 2013 recommends early involvement.

Develop a common test environment so that the system can be proven to be end-
user suitable as well as supportable. Cyber upgrades and software fixes need to
be easily accommodated using a common test environment strategy.

IP rights need to be established not just for unlimited rights in tech data and
computer software, but also include rights to development and test environment.

Establish a Gover nment-Industry-Academia Forum - No one Military Service or
private organization has a monopoly on good ideas. The Program Office should consider
establishing a forum that includes representatives from the other U.Srslistomers, the

5 Appendix 10, Page 1#8tps://acc.dau.mil/adl/en-US/664093/file/73330/@RAdebook%20v%201 1%20final.pdf.

18 Government Accountability Office. 201Trends in Nunn-McCurdy cost breaches for major megeacquisition program@&eport No. GAO
11-295R) Washington DC: GAO.
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winning vendor, and other members of the industry team, academia, and Government
administrative and quality offices to work through issues in a collaboratiweoament. This
approach could aid in identifying ways to improve contractor performance anddosisrin a
vendor-locked environment. It would also communicate to the vendor that the Prograen Offic
recognizes the implications of a vendor lock situation and will take steps to avoidehggbot
drawbacks associated with having a sole-source supplier for their prograchraltgy.

Explore Commonality Across Product Lines- The product or system may very well
reuse subsystems or components that the vendor previously developed under other Government
contracts (for the Army, Navy, etc.). If any of these subsystems/compaornemtsieveloped
with mixed funding (even 99% vendor and 1% Government), the Government may have GPR in
those items and may share them with any third party (e.g., other contractargeoni@ent
agencies) for a Government purpose (e.g. execution of a contract).

* Review specification requirements for commonalitye Military Services can often
drive costs because they demand unique Key Performance Parameters (KRé&s). |
Program Office collaborates with the other Military Services to developron
performance requirements, the cost of the product or technology may decrease.

The Program Office should consider reaching out to its Military Service
counterparts to determine if any duplication of research and development efforts
might be occurring across the other Services’ like systems.

The Program Office should develop a plan for encouraging more standardization
of components and parts across the production line, utilizing DCMA as a focal
point for data analysis. The plan should include better visibility into prime
contractor usage of single-source suppliers and an ability to modify reguitem

so that standard commercial parts can be substituted for single-sourc# parts.
should also incorporate a strategy for implementing and securing funding for
standardization of interfaces through standard architecture.

The Program Office should pursue reduced operating and maintenance (O&M)
costs by asking the prime vendor to provide supplier efficiency proposals.

» b. Utilize DCMA as a resource for production efficiencle€MA is definitely a
resource that could be utilized more by the Services. DCMA is willing to provide
information about production and quality. However, they are usually not invited in with
the Services for discussions about production issues. Also, since DCMA is a Joint
Command, the Services are resistant to utilize them because they may not knfev speci
Service’s needs. SYSCOMS usually retain administration of major engigeed
technical changes during post-award, such as managing ECPs and &rsgemesring
functions. DCMA usually has the role of administration of the contract dekverie
payment, quality, safety, and some technical support. However, DCMA does have
Engineering and Analysis Division, which could be utilized more for broad technology
analysis across production lines of a single vendor.

The Program Office should engage DCMA, since they control much production
data and technical information on the vendor, from production systems approvals,
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investment in plant equipment and production technology, and planned expansion
or collapse of production capabilities.

The Program Office should engage DCAA as a technical auditing arm. The FAR
requires that requires an audit by DCAA for major production acquisitions.
DCAA can provide more than rate verification for direct and indirect costs.
DCAA audits can be invaluable to verify or validate a vendor's VECP or ECP
proposal, and compliment the Program Office engineering staff.

Manage Subcontractor, Supplier, and Make-or-Buy Decisions - The Federal Acquisition
Regulation (FAR) requires government approval of subcontracting for anyacovatued at
more than $500,000. On many large systems contracts this approval is pro formangigmiflyi
the Government has faith that the vendor has selected the right teaming @axdsupply
chain vendors to bring supplies and services to the program cost effectively. Often the
subcontracts are negotiated as sole-source vehicles because of an adi@distiation between
the prime contractor and a particular subcontractor. If one vendor who is competing in
development does not win the production contract, a suite of subcontractors and suppliers that
are not under contract to winning vendor will have capability that might be avadabie t
Program Office. If the vendor’s normal business practice is to perform mibstadrk in house,
subcontracting may not a large factor in production. The Program Office may dreliraythe
vendor as the prime (with higher profit) for “making” more of the lower tieisgas.
competitively “buying” them), a disincentive to efficiency. The Progranc®fhight benefit
from further analysis of subcontractor selection, competitive environments, aroiiceEs.
Likewise, the Program Office could consider small business subcontractingraraylag Small
Business Innovation Research (SBIR) to involve new players in the program.

» Determine opportunities for competitive procurement of subsystems or compdhents.
production acquisition could minimize the impact of vendor lock by identifying the
components of the system that offer the greatest potential for cost redutiieynwere
separately competed as a break out procurement (or the Program Qifite c
realistically threaten to open up competition if the prime vendor’s costs appdagh).

* Require more scrutiny under the FAR of component make-or-buy decisions by the prime
vendor.For example, the other development contract and competing vendor may have a
key component that had been subcontracted, which indicates the existence of a supplier
base for this component.

The Program Office should require the prime vendor to provide a full market
research document in accordance with the FAR Part 10, which leverages
maximum access for other suppliers.

The Program Office should require the prime vendor to develop an analysis of
alternatives (AoA) with a minimum of three alternatives: make, buy, oidchybr
buy with multiple suppliers.

The Program Office needs to require the prime vendor to develop a basis of
estimate (BOE) that supports the technical approach to make or buy. The prime
vendor should substantiate the BOE with costs and plans for efficiencies in
production and operations.
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Analyze components for specifications that drive variations in products and Phiee
Program Office may identify components or subsystems across the producti@ctcontr
that could be redesigned to incorporate industry standard interfaces (sucledsuhds

in commercial variants). This would serve as a mechanism for includingediver

sources of supply for system upgrades at a later date. Further, these éeyasgsis are

the same areas that the Program Office should focus on to understand the IPighénse r
it already possesses and those that it might seek to acquire to main&dibke @ption

of future competition. This would create incentives for the prime vendor to perform
effectively throughout the system lifecycle.

The Program Office should direct the government systems engineers and test
community to look for areas where unique specifications that drive costs and
schedule can be updated to follow industry or military standards.

The Program Office should engage the supply chain vendors through DCMA to
identify efficiencies in production lines. Recently, small businesses have
complained to the White House that large prime contractors drive supplier prices
up because of unique specifications from a broad customer base. This set of
potential vendors offers a promising source of price efficiencies.

The Program Office should engage DCMA to explore supply chain efficiencies.
DCMA has a strong relationship with the suppliers and service providers within
the Prime Vendor’'s team. DCMA is in a position to approve delivery and quality
inspection of supplier parts, so they have data on defects and supply chain
problems that can lead to cost increases in production, or they have data on
potential efficiencies.

Conclusion

Avoiding and breaking vendor lock is consistent with ensuring affordability litangi
systems, as directed by the Under Secretary of Defense for Acquisitidmolagy and
Logistics (USD AT&L) memorandum of September 14, 2010, “Better Buying PqBBP).
The following suggested actions align with BBP tenets to build affordabilynmilitary
systems acquisitions.

Since intellectual Property (IP) is a major driver to vendor lock, the Progfawe O
should analyze the true ownership and value of IP within the military terminal
technology. Appendix 1OSD Open Systems Architecture Contract Guidelpookides
strategic-level information on breaking and preventing vendor lock. Seveasl faom
the Guidebook could be applied to the vendor lock acquisition environment.

The Program Office should consider continuous competition strategies and methods to be
applied from development through production in order to maintain multiple sources
throughout the acquisition life cycle. These strategies can include dual sanrcing
production, leader-follower contracts, low-level production quantities, and targeted
technologies development with a second vendor.

The Program Office should consider looking across the vendor’'s complete production
lines for cost reductions, since economies should be available by having one vendor
producing all military technology. This review should an independent analysis to
identify areas of redundancy and product variations that drive costs. This raoigd s
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also explore opportunities for shared technology for both military and commercial
variants. This review will engage representatives from all MilitaryiSes, DCAA, and
DCMA.

* The Program Office should collaborate closely with DCMA to review productgtim¢e
and quality control specifications to mitigate cost drivers in redesign addgr
changes. The Program Office should draw on data produced by the DoD Office of
Performance Assessments and Root Cause Analyses (PARCA) - the cengdboff
performance assessment, root cause analysis, and earned value reahagemjor
Defense authorizations. PARCA possesses data that can support further rewsiv of ¢
drivers and programmatic issues, especially in design and testing.

* The Program Office should work with DCMA look for efficiencies in the supply chain
and supplier costs. Many times, suppliers know where the prime vendor is mandating
variations in production runs that could be standardized with minor adjustments to
requirements without sacrificing mission.

* The Program Office should leverage the ability to renegotiate pricestiawasd in
order to continually examine prices and price creep under a firm-fixed-pricctoithe
Program Office should consider the following areas: IR&D cost shafnowhership,
technical data reuse, component and supplier parts competitions, quantity discounts, or
commonality of supplier parts. Utilize contract clauses, such as Value Emginee
Change Proposal (VECP) provisions for efficiency proposals from the vendor, and Truth
in Negotiations Act (TINA), and post-award audits, to potentially renggqtigces.

» The Program Office should consider enhancing collaboration across they\Viligarices
by establishment of a Joint Cross-Service Communications Technology Forum. The
Military Services have convened similar joint forums for other technologié® ipast;
for example, during the 1990s the Air Force and Navy formed a Joint Missild Boar
reduce costs for production and operations of the Navy’s Joint Air-to-Air Kliasi
other systems.
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