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FOREWORD

Progress and Promise 1s an update on defense-sponsored sociocultural behavior modeling
research and engineering from 2008 through 2013. It was prepared by The MITRE
Corporation in its role as systems engineer for the Office of the Secretary of Defense
(OSD) Human Social Culture Behavior (HSCB) Modeling Program led by Captain
Dylan Schmorrow, USN. CAPT Schmorrow served as the HSCB Program Manager
from 2008 through 2013.

The point of reference for this document is a 2006 OSD report on human social cultural
behavior modeling research and capability. The report identified major capability gaps
and recommended substantially increased investment, particularly in Budget Activities
2 through 4 (Applied Research, Advanced Technology Development, and Advanced
Component Development and Prototypes). It also recommended more centralized
governance of relevant research across the Department of Defense (DoD).

Progress and Promise gives particular attention to the activities, accomplishments, and
impacts of the OSD HSCB Modeling Program, given that it was the primary response
to the OSD report. This document also summarizes other major initiatives across DoD
and highlights accomplishments and impacts of relevant programs and projects. Finally,
it discusses current and expected future national security challenges, outlines a long-
term vision for sociocultural behavior capabilities, identifies research thrusts to enable

those capabilities, and offers programmatic recommendations to move forward.

Many individuals contributed time to review and comment on various drafts of this
manuscript, or responded to requests for information as it was being compiled. Special
thanks go to Mark Maybury, Maris Vikmanis, Michael Young, Laurie Fenstermacher,
Joe Lyons, John Salerno, Charneta Samms, Liz Bowman, Jessica Gallus, Elizabeth
Lyon, LisaRe Babin, Rebecca Goolsby, Gary Kollmorgen, Harold Hawkins, David
Combs, Jim Frank, Marc Morin, Kerry Buckley, Rob Layden, Barry Costa, Gary Klein,
Jill Egeth, Les Servi, Eric Hughes, and Lynette Hirschman. Special thanks as well to
the many research teams sponsored by the HSCB Modeling Program who provided
material necessary to summarize their work in Section IIT and the Spotlight features.

©2013 The MITRE Corporation.

All Rights Reserved.
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EXECUTIVE SUMMARY

Years of non-conventional conflicts spanning multiple operational phases in culturally
complex and unfamiliar terrain in Iraq and Afghanistan left the U.S. military with a
newfound appreciation for the importance of sociocultural understanding. Success in
these conflicts depended on close, effective interaction with an array of actors, including
local populations, governments and military forces, allies, and non-governmental groups.
This experience led an increasing number of military leaders, including Major General
Freakley, Commander of Afghanistan Combined Joint Task Force 76, to articulate the
need for enhanced capabilities rooted in social and cultural factors to understand and
influence behaviors. “We must develop the ability to understand the complex human

]

factors and must incorporate them into all facets of operations.

Many across the communities supporting the warfighter concluded that the Department
of Defense (DoD) lacked access to mature data, models, and tools for understanding,
representing, forecasting, and influencing sociocultural behaviors. As part of the strate-
gic planning process for Fiscal Year (FY) 2008-13, the Secretary of Defense tasked the
Director, Defense Research and Engineering (DDR&E), now ASD(R&E), to evaluate
the investment in and status of research and development (R&D) in the area of human
sociocultural behavior modeling. In September of 2006, DDR&E delivered the Report on
Human, Social, and Cultural Behavior (HSCB) Modeling. The study identified major capabil-
ity gaps in this area and recommended increased investment in science and technology
(S&T), in product maturation and transition, and management of sociocultural behavior
modeling as a Joint Portfolio.

The most significant response to the report’s recommendations was the establishment of
the Office of the Secretary of Defense (OSD) Human Social Culture Behavior (HSCB)
Modeling Program in FY2008. Under the direction of CAPT Dylan Schmorrow,
the HSCB Modeling Program has supported a wide range of research and advanced
technology development. Much of Progress and Promise discusses and reviews the Pro-
gram’s activities, accomplishments, and impacts. The DDR&E report also spurred
activity across the DoD enterprise. In particular, the Services currently sponsor a wide
range of relevant work through programs such as Minerva and the Multidisciplinary
University Research Initiative. Overall, in the last six years the defense community
has built its science and technology foundation for examining sociocultural behavior,
improved its capability for understanding behaviors driven by social and cultural
variables, and is now better positioned to pursue effective courses of action in the full
range of military operations.

Yet much remains to be done to evolve and adapt sociocultural behavior capabilities to
play a vital role in additional missions. Recent, rapid, and profound shifts in the geo-
political context have brought renewed attention to challenges such as hostile non-state

1. MG Freakley, in Operational Needs Statement, 1 February, 2006.
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actors who may be pursuing weapons of mass destruction, nation-state instability driven
by drug economies and transnational criminal issues, humanitarian and disaster relief,
and cyber threats. Continued sociocultural behavior research can make significant
contributions to all of these missions.

Cutting across these many challenges are relatively recent, large-scale shifts in global
information flow. The increasing pervasiveness of accessible wireless networks across the
globe along with the immediacy and enormous scale of open source media cause many
to view this media as a potentially rich source of information to enable the understand-
ing of foreign populations. In this era where mobile communication technologies are
nearly ubiquitous, individuals and groups can rapidly gain a voice, develop influence,
and fuel change very rapidly and on a large scale. Tools and methods are required to
support effective operations in this dynamic environment. Lieutenant General Michael
Flynn, Director of the Defense Intelligence Agency, has argued that we “must develop a
sensory capability to better detect the precursors to political change, a ‘social radar’ with
alevel of granularity, understanding, and confidence that enables policy leaders to make

informed decisions that maximize national influence left of bang.””

Experience to date suggests an exciting future where global information, applied
research, and analytics are fully and dynamically integrated. However, DoD and the
nation are far from that desired end state. DoD should maintain momentum created by
the HSCB Modeling Program and others by supporting promising research thrusts that
will enable the capabilities most relevant to future national security demands.

Finally, innovative ideas for research, science, and technology are essential to long-term
success in building DoD sociocultural behavior capabilities. However, those ideas can only
be realized if appropriate programs and processes are in place. The recommendations that
follow are derived from the experience of the last six years, including an understanding of

current commercial technology and research efforts underway in this domain.

1. DoD needs a robustly funded research and engineering program to address
the range of capabilities users demand. The area of applied sociocultural
behavior research and engineering is still relatively young, specified require-
ments remain relatively limited despite widespread acknowledgment of needs,
and the Services provide primarily Basic Research that is oriented to their
particular priorities. There remains a need for a program and processes that
can help mature Basic and Applied Research into software and tools that may
be transitioned and sustained. Planned levels of approximately $50 million
per year for the HSCB Modeling Program were not unreasonable, and experi-
ence with that Program suggests that resourcing under $20 million annually
is not likely to be effective.

2. Flynn (2012), p. 14.

©2013 The MITRE Corporation.
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2. The Services should prioritize S&T for sociocultural behavior capabilities,
building on some of the innovative work already underway. This needs to be
supported by specification of sociocultural behavior-related capabilities and
associated requirements. These should be derived through coordination across
the Services to maximize leveraging opportunities and minimize inefficient
redundancies. With the joint requirements as drivers, each Service should then
sponsor Basic and Applied Research tailored to the needs of their respective

warfighters’ missions.

3. To maximize the success of the first two recommended actions, DoD needs to
intensify coordination across the sociocultural behavior research space. Using
mechanisms such as the OSD Human Systems Social, Cultural and Behavioral
Understanding sub-area group, DoD should increase coordination both hori-
zontally (across the Services and at any given level of research) and vertically
(from Basic through Applied and on to Advanced Technology Development
and Prototyping programs).

4. DoD should identify a center of excellence for sociocultural modeling integration
and analysis, focused on application of technology to user needs, transition to
users and Programs of Record, metrics, data interoperability, model validation,
and model reuse and generalizability. This center should emphasize identifying
and supporting operationalization of sociocultural behavior tools. This could
include helping to identify and develop resources and best practices for training,
experiments with end users, requirements development, and rapid fielding.

©2013 The MITRE Corporation. EXECUTIVE SUMMARY
All Rights Reserved.



PROGRESE AND PROMISE ©2013 The MITRE Corporation.
All Rights Reserved.



SECTION |. BEGINNINGS:
THE STRATEGIC PLANNING
GUIDANCE REPORT

INTRODUCTION

The 2006 report “Strategic Planning Guidance (Fiscal Years 2008—2013),” issued by
the Office of the Secretary of Defense (OSD), tasked the Director, Defense Research
and Engineering (DDR&E) to evaluate the investment in and status of research and
development (R&D) in the area of human sociocultural behavior modeling. In response,
DDR&E delivered the Report on Human, Social, and Cultural Behavior (HSCB) Modeling. The
study identified significant capability gaps in the modeling of sociocultural behavior
and recommended increased investment in science and technology (S&T), as well as in
product maturation and transition. This section summarizes the method, findings, and
recommendations of that report (hereafter referred to as the SPG report), which pro-
vided a vital impetus for the next six years of Department of Defense (DoD) sociocultural
behavior research and engineering (R&E) activity.

STUDY METHOD

To prepare the SPG report, DDR&E convened a working group of subject matter experts
(SMEs) representing the DoD S&T community and stakeholders in relevant R&D. The
SMEs included senior scientists and/or research program managers from DoD, as well as
contributors from the Departments of State, Justice, Commerce, and Homeland Security,
and the Central Intelligence Agency. Within DoD, participants included the Office of
the Under Secretary of Defense for Personnel and Readiness, the Defense Threat Reduc-
tion Agency (DTRA), Defense Advanced Research Projects Agency (DARPA), Office
of Naval Research (ONR), Army Research Laboratory (ARL), Army Research Institute
(ARI), U.S. Army Corps of Engineers — Engineering Research and Development Center
(USACE-ERDC), Air Force Research Laboratory (AFRL), and the Air Force Office of
Scientific Research (AFOSR).

The study began with a “quick look™ assessment that identified relevant work sponsored or
conducted by DoD, non-DoD work that could be leveraged, and the alignment between
ongoing work and strategic vectors in policy and technology. The S&T programs covered
in the study focused primarily on individual cognition and lower fidelity group models that
aggregate behaviors. To take the scope of future military operations into account, the study
also included any research that sought to extend the state of science underlying HSCB
models for individuals and groups. In parallel, the study assessed relevant research and tech-
nology aimed at means and methods: computational models, simulations, and automation
technology tools for effects-based operations at the tactical, operational, and strategic levels.

The initial assessment of the relevant technologies and required knowledge led the SMEs
to group technologies into six main domains: (1) Data and Knowledge Generation, (2)

©2013 The MITRE Corporation. SECTION I. BEGINNINGS: THE STRATEGIC PLANNING GUIDANCE REPORT
All Rights Reserved.



Data and Knowledge Management, (3) Theory and Understanding of HSCB, (4) Analyt-
ics and Modeling, (5) Visualization, and (6) Training. The SMEs categorized the first three
domains as “foundational knowledge,” while the last three were considered “output.”

The second step consisted of breaking each domain area into essential capability areas that
corresponded to required technical capabilities or foundational knowledge directly sup-
porting the domains. The SMEs identified 75 capability areas spread across the domains:
7 in Data and Knowledge Generation, 11 in Data and Knowledge Management, 8 in
Theory and Understanding, 21 each in Analytics and Modeling and Visualization, and 7
in Training. They then evaluated whether investments in each area provided substantive
and/or sustained coverage of a capability, and used this information to determine the
status of each capability area given then-current and planned DoD projects.

FINDINGS
SCOPE OF ACTIVITIES

The SPG report concluded that the DoD lacked a core human sociocultural behavior
capability, as well as data and collection methods to support understanding, models,
and development of useful tools. No Research and Development Descriptive Summary
identified during the study specifically called for sociocultural behavior modeling capa-
bilities. None of the modeling or technology work included planned technology transition.
Furthermore, none of the 58 projects spanning Budget Areas (BAs) 1-3 had allocated
adequate funds needed to mature products or provide risk reduction efforts.* All BA2 and
BA3 project managers interviewed for the study reported a lack of adequate funding to
inform and update their models and tools.

The number of projects funded by DoD rose sharply in Y06 following little or no invest-
ment in prior years, but the study predicted that the high level of activity would subside
by FY08-09, when most projects were scheduled to end. A large majority of projects
clustered in the “output” domains of modeling, visualization, and training. Examples
included the development of geospatial visualization tools, training/mission rehearsal
support, and modeling/simulation algorithms to support training and experimentation.
By contrast, very few projects fell within the core/foundational areas of data/knowledge
generation, data management, and theory/understanding, which are essential to drive
tool development and ensure the robustness of the modeling and toolsets. The largest gaps
occurred in areas of data acquisition and development of robust relationships between
sociocultural factors and military operations.

Among the capability areas identified, only two received “Green” ratings, indicating
substantial and sustained investments in the area. The SMEs rated 14 areas as “Yellow,”

3. Department of Defense Research Development Test and Evaluation (RDT&E) budget activi-

ties (BA) are broad categories reflecting different types of RDT&E efforts. BA1 designates Basic
Research, BA2 Applied Research, BA3 Advanced Technology Development, and BA4 Advanced
Component Development and Prototypes. Corresponding funding for these BA designations are 6.1,
6.2, 6.3, and 6.4. Collectively, BAI-3 activities may be referred to as “Science and Technology.”

PROGRESS AND PROMISE ©2013 The MITRE Corporation.
All Rights Reserved.



with some sustained and substantial investments, and the remaining 59 capability areas as
“Red”—including all of the capability areas within the Data Generation and Knowledge
and Data Management domains. Moreover, no individual capability areas had ongo-
ing efforts in all three S&T levels (BA1-BA3) across the 2007-11 Future Years Defense
Program (FYDP), highlighting the failure to link basic science to prototype development.
Research and interviews showed that none of the BA2 and BA3 HSCB project managers
involved in the study had planned for life-cycle updates to their products.

The temporal profile of the projects revealed a near-term focus on support for current
military operations rather than efforts to build and demonstrate a sustained capability.
The largest investment focused on near-term deliverables to meet field capability gaps.
Most FYO06 projects centered on near-term deliverables such as geospatial tools or intel-
ligence/influence operations software to give an initial capability to forces in Operation
Enduring I'reedom/Operation Iragi Freedom. Few of the results from these projects
could be generalized, integrated with existing information systems, or maintained to
accommodate new information. Furthermore, there was no coordination with Programs
of Record (PORs) for transition and maintenance of research products. A small number
of programs, such as the Army Engineering, Research and Development Command’s
(ERDCs) geospatial work, had identified customers, but none of the BA2 or BA3 projects
had transition agreements or BA4 funding in place. Instead, organizations used Opera-
tions and Maintenance (O&M) or BA3 funds to deliver technologies to the field.

R&D INVESTMENT

The DoD invested $36 million in human sociocultural behavior projects during FY06,
and a total of $§193 million was planned for the period FY06-11. The planned investment
for FY08-13 (Program Objective Memorandum [POM]08) amounted to $118 million.
The BALI investment was $9 million in FY06, with a POMO08 investment of $24 million;
BA2 investment was $19 million in FY06, with a POMO8 investment of $61 million; and
the BA3 investment was $8 million, with a POMO8 investment of $33 million.

The bulk of the investment and projects clustered within three organizations: ERDC,
DTRA, and AFRL. The AFRL investment in two application areas—Intelligence, and
Influence Operations—represented almost half of the projects and funding for the entire
DoD investment. Project investments and scope varied considerably; some organizations
invested an average of $2—3 million per year in a specific, focused technology that applied
to a single capability area, while others invested a small portion of their overall project
budgets in preliminary assessment of the sociocultural areas relevant to an ongoing larger
experimentation project.

The DoD investment in the FYDP 07-11 addressed only half (38/75) of the human socio-
cultural behavior capability areas, with the bulk of the investment due to end in FY08. The
SMEs estimated that a similar investment would be needed to close all of the identified
gaps across the POMOS timeframe, at a cost of approximately $70 million annually ($420
million across FY08-13). The SPG report authors estimated that this would provide the
Services with full foundational data collection methodologies and foundational theories

©2013 The MITRE Corporation. SECTION I. BEGINNINGS: THE STRATEGIC PLANNING GUIDANCE REPORT
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within the HSCB modeling area, as well as sustainable models and toolsets that could be
transitioned to support operations, training, and experimentation.

Little funding was available to support technology push to legacy programs or to provide new
capabilities not tied to major acquisition programs. The I'YO6 budget for the sociocultural
behavior-related programs allocated no resources for BA4. To estimate the resources needed
for sociocultural behavior modeling, the SMEs estimated BA4 needs to be $1 million per
project, and assumed a BA2 transition rate of 50% and BA3 transition success rate of 75%.
Using the actual number of efforts in the FYO06 project lines (21 for BA2 and 11 for BA3), this
yielded an estimated annual average cost of $18 million across the POM08 FYDP.

The SPG study concluded that the projected FY08 FYDP for R&D in human sociocultural
behavior modeling (spanning the range from Basic Research to Advanced Component
Development/Prototypes) was inadequate, and that the DoD should support more projects
in foundational areas to feed into a coherent set of major acquisition projects. To remedy
these shortcomings, the SPG working group estimated that DoD should allocate $420 mil-
lion to cover needs for FYDP 07-11: $302 million in BAI-3 and $99 million in BA4. Given
the actual planned allocation of $118 million, this left an unfunded balance of $302 million.

The working group postulated that the funding shortage could be filled by a combination
of internal DDR&E direction of resources and Program Budget Decision reallocations.
The DDR&E direction of Multidisciplinary University Research Initiative (MURI), and
Small Business Technology Transfer/Small Business Innovation Research (STTR/SBIR)
program resources could cover $138 million of the BA1-3 shortfall, leaving §164 million
to be reallocated. The MURI accounts could be executed through the Service compo-
nent MURI process, with direction from DDR&E. The STTR/SBIR efforts would be
executed through existing OSD and Service SBIR process, including issuance of Broad
Agency Announcements (BAAs) by the appropriate program office. All $99 million for
BA4 would require reallocation.

GOVERNANCE

Despite the high priority accorded to Theater Security Cooperation Program (T'SCP) and
Stability, Security, Transition, and Reconstruction (SSTR) missions and the frequently
expressed need for tools to help decision makers, planners, and trainers to represent and
analyze sociocultural behavior phenomena, no Research, Development, Technology, and
Engineering (RDT&E) Program Elements (PEs) had human sociocultural behavior as their
stated purpose. The SPG report found that the absence of concise, stated requirements in
this area led to an ad hoc process of resourcing and transition planning. Organizations
responded independently to user demands by developing new products or modifying exist-
ing ones without the potential for leveraging other investments or generalizing their own
results. No one entity in the S&T" community had sole or primary responsibility for the
DoD’s investment in human/organizational behavior and sociocultural modeling. Neither
the Service components nor organizations at the OSD level had a structure for management
or governance of sociocultural behavior modeling science, technology, or products.

PROGRESS AND PROMISE ©2013 The MITRE Corporation.
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The SPG report warned that even successfully transitioned products could not be man-
aged throughout their life cycle in the absence of a coherent governance strategy. Until
the DoD established such a strategy, even additional funding would likely result in wasted
resources and limited delivery of new capabilities to U.S. forces.

RECOMMENDATIONS

The report offered three primary recommendations:

1. The DoD should increase and organize the FY08-13 S&T (BA1-3) investment in
HSCB capabilities, particularly in research that would help to fill the identified
gaps. The DoD should establish three new PEs for BA1-3, fund BAI at $78 mil-
lion, and fund BA2/BA3 at $342 million.

2. The DoD should establish a new PE for BA4 investment to support product
maturation and transition, and fund it at $99 million.

3. The Under Secretary of Defense for Acquisition, Technology, and Logistics
(USD(AT&L)) and the Vice Chairman of the Joint Chiefs of Staff should establish
human social cultural behavior modeling as a Joint Portfolio, managed by a Joint
Program Office (JPO). The new JPO should manage the BA2-BA4 reallocated
funding and guide the directed funding across the FYDP. USD(AT&L) should
also establish a Program Executive Council to coordinate and integrate U.S.
Government investments that contribute independently to human sociocultural
behavior modeling goals.

CONCLUSION

Overall, the study concluded that only the DoD could support the R&D necessary to
develop the specialized sociocultural behavior knowledge and tools that military users
need to confront the challenges of irregular warfare and SSTR. Research at academic
institutions and, more recently, industry often had little applicability to DoD needs and
missions. Furthermore, while the U.S. commercial sector undoubtedly has the capability
to develop software tools for the military, most of the tools created for the sociocultural
behavior area were based on theories, rules, and heuristics that had not been demonstrated
to be applicable to DoD missions.

Given this situation, the SPG report authors considered DoD investment in and gover-
nance of HSCB R&D inadequate to provide current and future warfighting and SSTR-
relevant capabilities at the strategic, operational, and tactical levels. The DoD would
need to increase its investment in order to fill known technical/capability gaps and ensure
transition of proven capabilities into PORs. Managing sociocultural behavior modeling
work as a Joint Portfolio would help to ensure that programs delivered the greatest possible
benefit to U.S. warfighters.

©2013 The MITRE Corporation. SECTION I. BEGINNINGS: THE STRATEGIC PLANNING GUIDANCE REPORT
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SECTION IIl. THE OSD HSCB
MODELING PROGRAM

The OSD responded to the recommendations of the SPG report by establishing the
Human Social Culture Behavior (HSCB) Modeling Program in FY2008. This section
reviews the Program’s history, including its goals, technical objectives, engagement of
end-users and the R&E community, and technical assessment processes.

PROGRAM GOALS AND ORGANIZATION

In keeping with the recommendations in the SPG report, OSD designed the HSCB
Modeling Program to vertically integrate three levels of RDT&E: Applied Research
(6.2), Advanced Technology Development (6.3), and Advanced Component Develop-
ment and Prototypes (6.4). The Program concept strongly emphasized the transition of
evolving S&T to fill the main 6.4 gap documented in the SPG report. Separate PEs were
established for each of these RDT&E levels, along with mechanisms and processes for
coordination with basic research programs to help ensure coherence across the defense

R&E community.
More specifically, OSD designed and executed the Program to achieve four goals:

1. Build an applied science base for general-use, cross-domain capabilities and
tools

2. Develop computational models that will support understanding and forecasting
at the strategic, operational, and tactical levels

3. Integrate models into software tools that assist in considering human sociocul-
tural factors to support course of action (COA) analysis and decision making

4. Support transition, whether through architectures of existing PORs or open
architectures that would allow broad systems integration

ORGANIZATION

OSD established and funded the Program through the OSD DDR&E—which would
become the Assistant Secretary of Defense Research and Engineering (ASD(R&E)) in
2011. The Program was housed in the Human Performance, Training and BioSystems
Research Directorate, with responsibility for program direction given to that office’s
Deputy Director.

DDR&E created an HSCB program management team to provide the Program Direc-
tor with technical input and assist in overall management of the program. Members were
drawn from the Combating Terrorism Technical Support Office (C'TTSO), the Office
of Naval Research (ONR), USACE, U.S. Army Research, Development, and Engi-

©2013 The MITRE Corporation. SECTION Il. THE OSD HSCB MODELING PROGRAM
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neering Command, National Defense University, and The MITRE Corporation. To
date, CT'TSO and ONR have been responsible for the majority of Program execution,
issuing BAAs and overseeing work by industry, academic, and government performers.
Contracts have been the primary vehicle for HSCB Program projects. Other work,
particularly at the RDT&E 6.4 level, has been funded directly by ASD(R&E), with
performers including government or service institutions and Federally Funded Research
and Development Centers (FIFRDCs). Over its lifetime, the Program has supported
approximately 100 discrete projects.

FUNDING

On the basis of the needs and recommendations described in the 2006 SPG report,
DDR&E originally planned for the Program to have steadily increasing budgets over
the period FY2008—2013, with particularly substantial increases in the out years of
FY12 and FY13. The primary driver of growth in those out years would be increased
investment in Advanced Component Development and Prototypes, in keeping with the
2006 SPG report’s emphasis on under-investment in technology transition. The planned
cumulative total over the six years was $198 million.

As Figure | shows, rather than increase as planned, executable funding levels essentially
reached a plateau in FY09, at just over $20 million annually, before declining in FY13
when DoD adopted fiscal austerity measures related to the sequestration process. Over-
all, the Program has been executed to DoD benchmarks: as of December 2012, 100%
of FY12 funding had been obligated, and 75% of the funds had been expended. The
executable value of the Program is expected to total $121 million, 39% less than planned
at the Program’s onset.
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Figure 1. HSCB Funding Plan
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Program Technical Objectives

Exhibit R-2 (R2) of the Budget Item Review Justification for each PE documents the
technical objectives of the HSCB Modeling Program. Those objectives were derived
from the gap analysis and recommendations of the SPG report, as well as from further
review of sociocultural behavior research efforts across the DoD and dialogue with
representatives from both research and end-user communities. As the research program
gathered momentum, Program leaders also worked actively to facilitate exchanges
among HSCB Modeling Program stakeholders to continue to identify critical gaps, and
foster greater coordination and integration of research across the defense community.

Figure 2 provides a summary of the Program objectives for each PE.

Mature, harden, and validate software for transition to
meet warfighter needs, integration into architectures of
existing PORs, and/or maturing software via open
architectures.

Develop and demonstrate general-use, cross-domain
modeling capabilities for forecasting, strategic
decision-making tools, technologies enabling more
widespread and effective use of sociocultural
behavior models in operations, training/mission
rehearsal systems capable of using cultural models,
and visualization software toolsets.

Develop and validate theoretical constructions,
generate knowledge products, and develop
stand-alone computational models of sociocultural
behavior; develop methods for visualizing
sociocultural behavior variables; identify cultural
competencies indexed to warfighter tasking and
develop methods for flexible training; improve
methods for sociocultural data collection.

Source: FY 2008 Budget Item Review Justification, Exhibit R-2

Figure 2. Program Objectives

As indicated in these summaries, each PE comprises a number of technical areas.
Nearly all of the PE’s involve developing new capabilities in four areas: methodologies
for collecting and managing data on sociocultural behavior; computational models and
their instantiation as software; techniques and tools for visualization of sociocultural
behavior factors; and content and tools for training warfighters in sociocultural behavior
knowledge, skills, and abilities. In the 6.2 PE the modeling area emphasized research to
develop, refine, and validate theory and to generate knowledge products. The 6.4 PE did
not include training, but incorporated an area specifying objectives for overall program
risk reduction. The HSCB Modeling Program technical areas correspond to the gap
areas identified in the SPG report, as shown in Table 1.

©2013 The MITRE Corporation. SECTION Il. THE OSD HSCB MODELING PROGRAM
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Table 1. SPG Gaps and HSCB Technical Areas

SPG Gap Areas HSCB Program Technical Areas

Data and Knowledge Generation 6.2 Data

Data and Knowledge Management 6.3 and 6.4 Data

Theory and Understanding 6.2 Theory/Modeling
Analytics and Modeling 6.2, 6.3, and 6.4 Modeling
Visualization 6.2, 6.3, and 6.4 Visualization
Training 6.2 and 6.3 Training

The Program’s technical objectives have evolved incrementally as the priorities and
requirements of both PORs and end-users have evolved, and were adjusted to reflect
initiatives by other elements of the DoD R&E community. Changes in fiscal resources
have driven sharper, more fundamental changes, with the greatest impact falling on the
training and visualization areas. Both areas were zeroed out starting in FY12 so that
the Program could concentrate its investments on the core areas of modeling and data.

DISTRIBUTION OF EFFORT AND INVESTMENT

The Program’s investment profile is consistent with the findings and recommendations of
the 2006 SPG report. It includes a broad foundation of applied research, relatively heavy
concentration in development of technologies, and a significant investment in efforts to
mature those technologies into transition-ready prototypes. Figure 3 summarizes the
distribution of OSD HSCB Modeling Program effort by RDT&E level. Funding was
weighted somewhat more heavily toward Advanced Technology Development—the bridge

Program Investment by RDT&E Level Projects by RDT&E Level
(in thousands)

/ $30,327
\

$49,119

M Applied Research
M Advanced Technology Development
M Advanced Component Development/Prototypes

Figure 3. Program and Project Investment by RDT&E Level
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between Applied Research and transitionable prototypes. Over the life of the Program,
40% of funding has supported 6.3-level work, compared to 35% for 6.2 and 25% for 6.4.

The distribution of the number of projects across the levels tells a similar story. Advanced
Component Development and Prototypes efforts represent a smaller share of the total
number of projects, but have been comparatively larger in scope and resourcing.

Figure 4 and Figure 5 provide another perspective on the Program:
one tied directly to the 2006 SPG report. Figure 4 shows the distribu-
tion of projects across the technical objectives given in the R2s for each PE,
while Figure 5 shows a distribution based on gap areas from the 2006 SPG report.

B Theory

M Data 11

B Models

M Visualization
Training
Risk

Figure 4. R2 Groupings

B Understanding

M Modeling

M Training

M Data Acquisition
Visualization
Data Management

Figure 5. HSCB Modeling Program Projects and SPG Gaps
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The two figures present a comparable picture of the Program’ technical work. The
distribution of projects shown is cumulative for the 200813 period. It is based on the
assignment of each project to only one of the R2 areas; in reality, most projects support
objectives in more than one area. Figure 5 shows a significant concentration of effort
in computational modeling, along with applied research on development of theoretical
constructs and knowledge products. Data methodologies and tools represent 15% of the
projects under the Program; 13% of the portfolio has focused on training objectives (this
representing approximately 9% of funded value).

Both Figure 4 and Figure 5 indicate relatively low investment in R&E focused on
visualization, despite the identification of many visualization-related capability gaps
in the 2006 SPG report. However, while few projects focused on visualization-related
challenges, many projects advanced the state of the practice in visualizing sociocultural
behavior data and analyses. These projects centered on engineering user interfaces (for
those whose work was instantiated in software) and representing their models and data
to HSCB Modeling Program leadership and potential transition partners.

LEADING CONTRIBUTORS

Figure 6 and Figure 7 depict data on the people and organizations performing the
sponsored R&E and offer a final summary perspective on the OSD HSCB Modeling
Program. The project teams involved in the program have been drawn from across
the spectrum of candidate organizations, with just over half from industry—many of
them small businesses, nearly a quarter each from academia and government labs,
and 5% from FFRDCs such as MITRE, RAND, the Jet Propulsion Laboratory at the
California Institute of Technology, Los Alamos National Laboratory, and the Institute
for Defense Analyses (IDA).

M Academic

M Industry

M Government/Lab
M FFRDC

Figure 6. HSCB Modeling Program Project Leadership
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Figure 7 provides one indicator of the Program’s scientific and technical diversity. It
charts data for 38 teams with agreements executed through ONR, covering most of
the Program’s core, multi-year efforts active since 2011. These projects, which span 6.2
through 6.4 work, vary widely in terms of technical scope, budget, and team size. They
therefore represent a good sample of the Program and its multi-disciplinary character.
As befits a program centered on computational modeling, the most common discipline
among awardees is computer science. The physical and engineering sciences are also
heavily represented, followed by a variety of social and behavioral sciences, including

political science, psychology, sociology, economics, and anthropology.

Cognitive Science
Anthropology

Economics

Communication

Other

Modeling and Simulation
Sociology

Psychology

Political Science
Physical/Engineering Science

Computer Science

0 5 10 15 20 25
Percent

Figure 7. Scientific Disciplines of Awardees

USER ENGAGEMENT AND TECHNOLOGY TRANSITION

One of the core recommendations of the 2006 SPG report focused on governance,
and on the need to ensure a coherent DoD-wide program of R&E in HSCB modeling.
For the OSD HSCB Modeling Program, such coherence has derived in part from
ensuring that the Program’s vision, objectives, and portfolio are aligned with national
strategic guidance, as expressed in the National Security Strategy, the Quadrennial
Defense Review, the National Military Strategy, and Joint Vision 2020. Achieving
coherence also requires persistent and reliable mechanisms for engaging with the com-
munity of PORs, U.S. Combatant Commands (COCOMs), and other potential users
of sociocultural behavior S&T.

SECTION Il. THE OSD HSCB MODELING PROGRAM
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The HSCB Modeling Program has instituted a variety of processes to make PORs
and other potential users aware of sponsored R&E, to build and maintain awareness
of user needs, and to create paths for technology transition. During the Program’s
foundational stage, a program execution Integrated Product Team (IPT) and a Senior
Technical Advisory Group provided input on strategic direction, interagency coordi-
nation, and transition support. In 2009, the U.S. House of Representatives directed
the USD(AT&L) to “establish a DoD User Community Advisory Group (UCAG) to
provide input to the Department on the utility of existing HSCB research efforts.”
The DoD Irregular Warfare Modeling and Simulation Senior Coordinating Group (IW
M&S SCG) has fulfilled that user group function.

In addition to working with the formally designated UCAG, the HSCB Modeling
Program has emphasized coordination of its activities with the Minerva Research
Initiative, Strategic Multilayer Assessment (SMA), Defense Intelligence Socio-Cultural
Capabilities Council, Human Systems Community of Interest, Human Terrain System
Program, and Defense Language Steering Committee. Program leadership has also
routinely participated in and briefed at the COCOMs’ S&T meetings.

Technology transition presents a significant challenge for any S&T program—par-
ticularly in the area of HSCB capabilities, given the relative scarcity of programs that
explicitly incorporate sociocultural analytic and modeling requirements. While user
needs constantly increase, considerable time elapses before the official DoD acquisition
community can formally codify these requirements and create the POR necessary to
field and sustain capabilities. Meanwhile, warfighters actively wrestling with challenges
in the area of sociocultural behavior have issued a very strong call for HSCB understand-
ing, data, and tools. With leadership from the Army Geospatial Center, MITRE, and
ONR, the OSD HSCB Modeling Program has placed the highest priority on respond-
ing to that call, offering a form of transition that is much more rapid and targeted than
the standard acquisition process. Section III presents details on the Program’s transition

activities and accomplishments.

TECHNICAL ASSESSMENT

From its inception, the HSCB Modeling Program has emphasized technical rigor,
instituting processes to evaluate individual Program-funded performers and assess
how well the Program as a whole addresses DoD needs. Running through both lines of
assessment 1is the recognition that deep uncertainty is inherent in sociocultural models
and cannot be eliminated by verification and validation. Rather, the objective of such
models is to help decision makers visualize more culturally complete futures and choose
robust options that will prove effective across the broadest swath of those futures. The
crucial contribution of these models is conveying understanding—enhanced awareness
of situations and options. The Program has ensured that sociocultural models meet this
criterion by conducting technical assessments of the models” underlying construction,

©2013 The MITRE Corporation.
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and by enlisting SMEs to validate the key factors, key relationships, and causal reason-
ing driving the models. The SMEs also perform empirical assessments to ensure that

situation awareness and option awareness are conveyed in a manner acceptable to users.

At the project level, the Program requires selected individual performers to demonstrate
the technical elements of their R&E efforts and discuss them with a SME team during
a technical performance evaluation (TPE). The SME teams consist of social and behav-
ioral scientists, computer scientists, modeling and simulation (M&S) experts, operations
analysts, and others able to evaluate the disparate elements of a project in any of the
research categories funded by the HSCB Modeling Program.

The TPEs systematically characterize the performance status of more mature projects
along a common set of dimensions. Each TPE has multiple phases. In the preparation
phase, performers address a set of 10 core generic criteria, such as a demonstration of how
their system can or will interoperate with other systems. The second phase consists of a
day-long collaborative event, during which performers demonstrate their R&E efforts
to the SME team and answer questions about the technical and theoretical elements
involved. Questions posed by the SMEs reflect topics often raised by operational and
transition partners, thus serving to assist performers in their development process while
also providing the TPE SMEs with valuable information about the project. The final
phase involves condensing SME characterizations into an integrated report delivered
to Program leadership for review, with recommendations and suggestions for further
research, development, and transition. The entire TPE process systematically provides
indicators of progress for individual projects, allowing Program management to further
guide performers, and ensuring that projects remain relevant, grounded, and moving

towards successful transition.

While the TPE process focuses on the performance of individual projects, Program
Management Assessments (PMAs) characterize the entirety of the HSCB Modeling
Program. A PMA identifies gaps in the Program that would drive investment decisions,
facilitates the transition process by demonstrating how the Program meets warfighter
needs, identifies and characterizes critical technical risks, and ultimately provides an
overview of the Program to OSD. To achieve these purposes, the Program defined
discrete measures of effectiveness for each year, for each funding category, and for each

major technical area in the Program.

CONCLUSION

The OSD HSCB Modeling Program represents the single most significant response to
the 2006 SPG report. The findings and recommendations of that report drove all of the
Program’s technical objectives, structure, and processes, although funding—particu-
larly in 2012 and 2013—did not reach planned levels. Section III provides a summary
of the Program’s activities, accomplishments, and impacts.

SECTION Il. THE OSD HSCB MODELING PROGRAM
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SECTION IIl. OSD HSCB MODELING
PROGRAM ACCOMPLISHMENTS
AND IMPACTS

The OSD HSCB Modeling Program addresses complex challenges facing the DoD in
the sociocultural analysis and modeling domain and has succeeded in bringing practi-
cal tools for sociocultural analysis and forecasting to users in the field. This section
summarizes and provides data on the HSCB Modeling Program’s investments and
technical activities for 2008—2013, and highlights accomplishments of the Program and
its performers, as well as the impact of Program efforts on end-users. It groups projects
within the four main areas of the Sociocultural Behavior Capability Areas framework
introduced in the 2011 report Soctocultural Behavior Research and Engineering in the Department
of Defense Context (hereafter referred to as the SBRE report).

CAPABILITY AREAS FRAMEWORK

As depicted in Figure 8, each set of capabilities in the framework feeds into the next,
forming a cycle. Understand refers to capabilities that support perception and com-
prehension of the sociocultural features and dynamics in an operational environment.
Detect covers capabilities to discover, distinguish, and locate operationally relevant
sociocultural signatures through the collection, processing, and analysis of sociocultural
behavior data. Forecast capabilities aid in tracking and predicting change in enti-
ties and phenomena of interest along multiple dimensions through persistent sensing
and modeling of the environment. The end of the cycle is Mitigate, encompassing
capabilities to develop, prioritize, execute, and measure COAs grounded in the social
and behavioral sciences.

Figure 8. Capability Areas Cycle

SECTION IIl. OSD HSCB MODELING PROGRAM ACCOMPLISHMENTS AND IMPACTS
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Figure 9 shows the distribution of projects by capability area and gives a perspective on
the overall technical character of the OSD HSCB Modeling Program. As shown in the
figure, the Program portfolio has been relatively well balanced across the four areas.
The Mitigate area has the lowest concentration of projects, in part because it presents
the most significant technical and operational challenges and depends to some extent
on success and capability already existing in other areas. Mitigation capability requires
that operators and decision makers be able to simulate alternative COAs that are almost
certainly interdependent, as well as the possible range of effects those COAs will have,
while appropriately accounting for uncertainty.

M Understand
M Detect

M Forecast
M Mitigate

Figure 9. Distribution among Capability Areas

PROJECT TECHNICAL ACCOMPLISHMENTS

Taking the capability areas as an organizing framework, the following sections sum-
marize the technical accomplishments and impacts of many of the projects sponsored
by the OSD HSCB Modeling Program. Appendix A provides a bibliography of publica-
tions and presentations derived from HSCB-funded research.

UNDERSTAND

qond The HSCB Modeling Program places strong emphasis on improving
‘gfi understanding of the behavior and decision making by malicious actors
| 7 and organizations, the sociocultural dynamics that drive events in societies

£ of interest across the globe, and potential U.S. responses to Humanitarian

Aid and Disaster Response (HADR) operations. This understanding supports the inter-
pretation of human and sociocultural features and dynamics in strategic and operational
environments. In addition, the HSCB Modeling Program has focused on improving
sociocultural training to support the sociocultural fluency and agility of U.S. warfighters.

©2013 The MITRE Corporation.

All Rights Reserved.



©2013 The MITRE Corporation.

All Rights Reserved.

Understanding Terrorist and Insurgent Dynamics

The first step toward countering adversaries lies in understanding their motivations,
methods, and relationships. HSCB performers made considerable progress in developing
the DoD’s understanding of the dynamics and interrelationships that underlie terrorist
and insurgent groups. A research partnership between the University of Washing-
ton (UW) and Johns Hopkins Applied Physics Laboratory (APL) developed an
innovative methodology for the integrated analysis and modeling of insurgent rhetoric,
networks, and decision making. This methodology includes models of insurgent leader-
ship, foot soldier dynamics, rhetoric-based metrics of insurgent factional polarization,
and how internal dissension moves within an insurgency—all of which can contribute
to identifying and exploiting potential weaknesses in the insurgency. UW and APL suc-
cessfully applied this methodology to develop models in the context of two case studies:
the Sunni insurgency in Iraq and the Pashtun insurgency in Afghanistan and Pakistan,
thereby increasing understanding of the underlying dynamics that drive these conflicts.

Another key effort that focused on the internal dynamics of terrorist groups, Pennsyl-
vania State University’s Competitive Adaptation of Terrorist Networks (CATNet)
project, built computational models of competitive adaptation in terrorist networks
based on interviews with individuals involved in terrorist and extremist organizations
and with counterterrorism personnel. The research team also developed a methodology
for extracting relevant information concerning actors, events, beliefs, and relationships
from raw text documents that showed significant increases in speed, scalability, and focus
over prior methods. Combining text analysis with the interview data, the researchers
modeled how terrorist and counterterrorist organizations adapt to each other’s strategies
and devise new methods for reaching their goals in light of their adversary’s behavior.
This research has the potential to offer both policy makers and the operational com-
munity new insight into how best to act or react to limit terrorist group activity.

Understanding is equally concerned with capturing lessons from the past as with ana-
lyzing current dynamics. To advance understanding of the history and dynamics within
Afghanistan, a joint project by Stanford University and the Naval Postgraduate
School mined unique primary data sources that include formerly highly classified
Soviet government documents now available at Stanford University’s Hoover Institu-
tion Library and Archives, as well as the memoirs and records of Soviet veterans. This
analysis shed new insight into the dynamics of Soviet conflict in Afghanistan, and how
those lessons might apply to today’s mission. The project delivered an analysis of this
information to military leaders in a variety of forums and also distributed it to deploying
units with the relevant background tailored to their destination areas.

Understanding the Population

Research at Eastern Michigan University has made considerable progress in
improving understanding of the shifting sociocultural dynamics across the Middle East.

The Comparative Project on Islamic Fundamentalism in the Middle East was built

SECTION IIl. OSD HSCB MODELING PROGRAM ACCOMPLISHMENTS AND IMPACTS
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around a series of surveys performed in Egypt, Iraq, Lebanon, Pakistan, and Saudi
Arabia. These surveys measure the attitudinal components of religious fundamentalism,
as well as the attitudes, values, and perceptions of individuals in each of these countries,
further improving understanding of the social dynamics driving change in these societ-
ies. Future surveys are being planned in Syria, Iran, and Turkey.

Understanding U.S. Actions

The need to increase understanding does not apply only to U.S. adversaries; DoD is also
keenly aware of the need to increase situation awareness of its own actions and those
of U.S. allies, particularly in the realm of improved coordination and response during
HADR activities. Lockheed Martin’s Relief Social Media project was one of the
earliest DoD-funded efforts to examine the impact of social media on HADR efforts.
This project captured social media data on real-world disaster relief events, to include
earthquakes in Haiti, Chile, and China, as well as wildfires and hurricanes. The effort
developed a widely cited “gold standard” approach to crowd-sourcing techniques for
defining the social media content suitable for use in training machine learning algo-
rithms in this domain. The results have supported the development of prototype tools

and concepts of operation for better understanding the use of social media in support of
HADR operations.

One aspect of improved understanding is the ability to better manage, share, and cata-
logue the wealth of information about the areas where the DoD operates, particularly in
the realm of HADR operations. Milcord’s Semantic Wiki project, part of the Marine
Corps Civil Information Management System (MARCIMS), enables users to semanti-
cally link information in a Wikipedia-like database, speeding up search, analysis, and
display of relevant data and relationships as well as supporting increased collaboration
and communication across groups. The Milcord team has successfully demonstrated the
semantic wiki numerous times within HADR-focused military exercises.

Training

The SPG report emphasized the need for improved sociocultural training for our
deployed forces. Simultaneous U.S. engagement in Iraq, Afghanistan, and elsewhere
highlighted the need for cross-cultural fluency and appropriate culturally sensitive plan-
ning and decision-making skills in novel environments. To this end, the HSCB Model-
ing Program supports various performers who have advanced the state of the art in
cross-cultural training, both to develop knowledge about specific cultural environments
and to teach skills that increase the ability to operate in novel situations.

To leverage the wealth of cultural experience gained by returning warfighters, the Cul-
tureGear project by 361 Interactive developed innovative interview methodologies and
used them to capture relevant expertise from over 300 previously deployed soldiers and
marines. 361 Interactive used this cultural knowledge, which includes perceptual cues,

information sources, and the sequencing and details of decisions in novel cross-cultural
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environments, to develop a computer-based training program that promotes cross-
cultural assessment and awareness skills. An evaluation of this experimental program
showed significant improvements in trainees’ cross-cultural awareness and performance
of mission tasks. Plans are underway to incorporate this training program into curricula
at the ROTCG Command and the John F. Kennedy Special Warfare Center and School.

Other projects demonstrate the progress that the HSCB Modeling Program has made
in supporting the development of virtual cross-cultural fluency training software. The
Commonsense Socio-cultural Models for Culture Training in Serious Games, developed
by Alelo, Inc., bolstered the DoD’s training capability by refining the ethnographic
models and artificial intelligence underlying simulated cross-cultural conversational
behavior used in virtual training scenarios. Alelo’s research established that these
advanced training simulations can achieve increased cultural fidelity and complexity at

a reduced or similar cost compared to existing models.

Kinection’s Task Based Training project helped refine training in basic cross-cultural
communication and the accompanying vocabulary for Marine Expeditionary Forces.
The project also covered hand gestures that U.S. forces should understand and use to
succeed in a variety of situations, such as operating checkpoints and performing medi-
cal triage. Another research effort by VGOMS3D and Soar Tech developed detailed
physical and cognitive models that portray subtleties of close-up interaction through
reusable interactive intelligent software agents or “cultural avatars.” These avatars can
demonstrate appropriate culturally and theoretically grounded nonverbal behaviors to

enhance realism within training simulations across a range of cultures.

DETECT

™ Various HSCB-funded projects center on enhancing capabilities to
A % \) discover, distinguish, and locate operationally relevant signatures
through the collection, processing, and analysis of sociocultural and

/ behavioral data.

Detection in Text

Much of the HSCB research in this domain focuses on using automated text extrac-
tion and analysis. Strategic Analysis Enterprises’ research on Turning Text into
Behavioral Processes allows decision makers to understand how U.S. government
actions can mitigate the intensification of violent political conflict and simultane-
ously aid reconstruction and development operations. This research applies natural
language processing capabilities to automate the processes of obtaining information
about new regions and assessing the mood of groups, and serves as a viable alterna-
tive to surveys or polling when accessibility, manpower, or time is limited. Tests run
with this system achieved a 75% precision level on extracting features from a random
sample of global text corpora and demonstrated the ability to parse major issues into a
variety of related sub-issues.
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The Automated Discovery and Explanation of Adversarial Behavior project by aresearch
team at the University California at Davis leverages data mining techniques to
give military commanders a capability for predicting insurgent activities and behaviors.
Using a multimodal and multisource spatial and temporal event model drawn from a
database of 20,000 adversarial events in Iraq and 18,000 in Afghanistan, the research-
ers have shown that they can reliably predict adversarial behavior based on the behavior
of other friendly, opposing and civilian actors.

Lockheed Martin’s Establishing Trust in Crowds project seeks to enhance exploita-
tion of crowd-sourced information through an automated computational assessment of
trust. This system works by increasing reliability, minimizing the effect of intentional
misreporting on situational understanding, and improving content correlation and trust
aggregation. These features combine to help analysts focus quickly on the right reports
and thus respond accurately to fast-paced events and support decision cycles in seconds
or minutes, instead of hours.

Finally, Arizona State University’s resecarch into Identifying & Countering Ter-
rorist Narratives has developed a database of the archetypes that help spread terrorist
ideology, based on an analysis of 4,500 Islamist extremist texts and 7,500 stories. The
approach includes a method that helps operational teams to recognize these narratives/
fragments in the statements of extremist groups, and a model and heat index that enables
teams to quantify the narrative traction.

Novel Approaches to Detection

Moving beyond text analysis, researchers at Northeastern University are working
to understand the spatio-temporal description of group formation in social systems
and developing cutting-edge methods for understanding, visualizing, and anticipating
the behavior of complex social networks. Using cell phone data, they have pioneered a
novel method for detecting real-world anomalous events based on social network signals.
Along these same lines, they have developed a new algorithm for predicting social ties
based on spatio-temporal information and individual mobility patterns. The researchers
have found that the similarity between the geographic movements of two individuals
strongly correlates with their proximity in the social network. Northeastern has under-
taken further research to understand population responses to large-scale emergencies

and unfamiliar situations.

Draper Labs has tested the hypothesis that surrogate indicators of well-being and
effective governance can be derived from overhead imagery. If observation confirms
the value of this approach, the risks and costs for on-the-ground data collection can
be greatly reduced. Using a set of test data, Draper’s system achieved a classification
accuracy rate of 70—80% across 76 survey-based indicators. The system has demon-
strated good performance in identifying such key indicators of well-being and trust in
government as income, access to social capital, and confidence in authorities to provide

security and dispute resolution.
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HumanGeo’s Integrated Socio-Cultural Environment for Behavior Observation
Exploitation Application (ISEBOX) project represents another example of innovative
methods to detect information. This project developed a new method for fusing geo-
spatial vector data of different resolutions into a single reference system. It applies the
geohash encoding scheme to enable the modeling and reference of billions of spatially
annotated data elements using next-generation data engines. Further work hasintegrated
the consumption of events from multiple open sources and aggregated the signals for

threat forecasting. A version of this system has been transitioned to the Marine Special
Operations Command (MARSOC) for evaluation.

A research team at the University of California at San Diego followed another
nontraditional approach in its Multi-Scale Geography of Conflict and Stability project.
This analysis of conflict and stability is based upon micro-scale geographical data
about violent events and potential causal factors, e.g., ethnic, religious, political, or
economic differences within a population. Based on the concept that political violence
1s scale invariant, this research allows analysis of the statistical significance of apparent
hotspots, and also provides quantitative indicators of instability and novel measures of
effectiveness for Diplomatic, Information, Military, and Economic (DIME) activities.

FORECAST

Another capability area of interest covers forecasting and tracking change

x’/\ in entities and phenomena of interest along multiple dimensions (e.g., time,

space, social networks, and types of behavior) through persistent sensing

d and modeling of the environment. A number of HSCB projects have
directly advanced the DoD’s knowledge and capabilities related to forecasting.

One of the HSCB Modeling Program’s signature successes in the field of forecast-
ing is Lockheed Martin’s World Wide Integrated Crisis Early Warning System
(W-ICEWS) project. W-ICEWS combines a series of capabilities that include iTRACE
(detection), ICAST (forecasting), and iSEN'T' (sentiment analysis). It also incorporates
research performed under Lockheed’s Model Evaluation, Selection, and Application
(MESA) project. W-ICEWS has significantly advanced the state of the art in modeling
and forecasting of events of interest across the globe.

Additional research centered on forecasting events includes GeoEye’s rescarch on
Design Tools Enabling Mission-Specific Sensor Fields. This program uses hybrid tech-
nologies and advanced algorithms to identify current and likely future hotspots for the
origin, destination, and key waypoints of large-scale human movements within Europe.
The research created a new paradigm for signature analysis through geospatial predic-
tive analytics and applied it to patterns of emigration from Turkey and North Africa
headed into France. GeoEye has also produced a prototype Twitter-based geospatial
analysis tool and employed it to analyze activity in the areas surrounding Tahrir Square
in Egypt at the time of the protests in early 2011.
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Other research in this domain includes Strategic Analysis Enterprise’s Sub-
Regional Modeling of Conflict, which has improved DoD’s ability to understand condi-
tions that foment violence and instability and where and when such events will take
place. This research has developed a hybrid approach for geolocating event reports to
specific areas at a rate more than 10 times faster than that of alternative approaches. In
tests focused on the Philippines, these models demonstrated 90% accuracy and more
than 70% precision and recall.

Research at the University of Chicago in the arca of forecasting centered on the
design and development of a Versatile Multiscale Strategist (vmStrat) that can support
analysis of international conflicts. The research has created rich models of strategic
context that undergird and give rise to implicit threats, situated decisions, and available
lines of action. This project, called the Modeling and Analysis of Strategic Contexts
(MASC), has already demonstrated the ability to represent the role of emotions in con-
flict interactions and to express preference falsification in social actors. MASC has also
broadened and deepened game theory to make it historically effective.

Other work, such as the Virtual Strategic Analysis and Forecasting Tool (V-SAFT)
project carried out by Lustick Consulting, uses cutting-edge modeling based on well-
informed judgments about plausible and possible futures under different circumstances
or on different assumptions or policy choices to enhance responsiveness to unfolding
events. V-SAFT enables commanders to monitor the velocity, scope, and magnitude of
change in politically fragile societies.

Finally, Carnegie Mellon University has made strong contributions to the HSCB
Modeling Program, particularly with its Service Oriented Architecture for Socio-
Cultural Systems (SORASCS) project. With HSCB support, Carnegie Mellon is devel-
oping a coherent, flexible, extensible data-to-model service oriented architecture for
sociocultural modeling and analysis to support the military intelligence and modeling
communities. The researchers have developed new network-based metrics for discover-
ing change in dynamic networks and identifying emergent issues and new trends. This
research has led to a number of important advances, to include reductions in the time
and effort required to extract, codify, and analyze social, knowledge, activity, and loca-
tion data. It has also created new metrics and visualizations for identifying an actor’s
region and sphere of influence.

MITIGATE

The HSCB Modeling Program funds research that can produce capabilities

// to devise, order/prioritize, execute, and measure GOAs intended to influ-
\ 7 ence entities and phenomena of interest. The Socio-Cultural Analysis
Tool (S-CAT) developed by a partnership among the Set Corporation,

SAIC, and SRI, is designed to bridge the gaps among military planners, analysts, social
scientists, and computer scientists. S-CAT supports culturally informed DIME/PMESII
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[Political, Military, Economic, Social, Infrastructure, and Information| analysis.
The tool can generate models of sociocultural behavior at various resolutions, explore
the sociocultural factors influencing instability and insurgency, and generate plausible
futures/outcomes using both rule-based models and agent-based simulation informed by
sociocultural models. Research in this area has led to significant technological improve-
ments and integration in the use of structured argumentation, agent-based simulation,
SME-appropriate knowledge acquisition, and knowledge representation and reasoning.

Examples include the probative forecasting of plausible consequences of specific actions.

The Enhanced COA Analysis by Integration of Decision and Social Influence Modeling
with Multi-Agent System Technology (CADSIM) project by Perceptronics Solutions
gives commanders and their staff new capabilities for analyzing the impact of sociocul-
tural factors to determine optimal COAs in hybrid threat operations and irregular war-
fare. While still in an early stage, the project has achieved initial successes that include
a methodology for applying a range of social science theory and behavioral modeling

approaches to forecast a range of outcomes using a large number of agent-based actors.

A number of HSCB projects have focused on non-kinetic military operations. To aid
information sharing and more efficient HADR operations, eCrossCulture conducted
an analysis of nine contemporary and historical conflicts and natural disasters. The
researchers used this information to identify coordination problems between the U.S.
military, the U.S. Agency for International Development, Provincial Reconstruction
Teams, and Non-governmental Organizations (NGOs). This information served as the
foundation for a system to better coordinate and measure the effects of HADR missions
across the disaster response community. eCrossCulture’s system underwent field evalu-

ation in both Southern Sudan and Timor Leste.

Soar Tech’s Agent-based Modeling I'ramework for SSTR Mission Planning and
Assessment is a simulation-based analysis workbench combining several theory-based
computational models of social, cognitive, and cultural phenomena to simulate a “vir-
tual target audience,” allowing users to experiment with and analyze the effectiveness
of influence actions on target populations. Soar Tech incorporated selected influence
theories from business marketing and social psychology into its models.

Charles River Associates (CRA), U.S. Army TRADOC Analysis Center (TRAC)
and the University of California at Davis collaborated to develop a prototype
modeling and analysis capability for IW at both the tactical and operational levels. The
project provides analytic methods, models, and tool suites as well as reachback analysis
teams, and gives downrange deployed analyst cells the ability to examine the impact of
military actions on the operational environment and specifically on the population.

Finally, CRA has developed a suite of tools to assist the Military Information Support
Operations (MISO) community, including the Susceptibility And Vulnerability Analy-
sis Network Tool (SAVAN'TT). This operator-centric tool helps analysts build models of
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their own reasoning about population behaviors, explore the effects of different lines of
persuasion, check that their reasoning is rigorous and substantiated, and perform their
work thoroughly and more quickly. Like other CR A-developed tools, SAVANT fits into
the MISO workflow and both conforms to and reinforces the doctrinal process.

BUILDING AN HSCB COMMUNITY

Outreach to the larger science, technology, and engineering community has been central
to the goals of the HSCB Modeling Program since its inception. HSCB management
and performers have served as both organizers and active participants across a range of

academic conferences, venues, and publications.

One of the first significant outreach efforts hosted by the HSCB Modeling Program
was the Focus 2010 conference held in August 2009. The conference brought together
leading scientific and technical experts from the DoD and other government depart-
ments who showcased their work in the HSCB modeling arena. Focus 2010 drew over
600 attendees from the DoD, other government organizations, industry, and academia;
participants’ backgrounds ranged from sociology and anthropology to computer science

and engineering.

The following year, Focus 2011 showcased research and applications in the general
HSCB modeling area and gave OSD HSCB Modeling Program personnel and lead-
ing scientific and technical experts working in HSCB-related fields the opportunity
to engage in technical exchanges. This conference focused specifically on promoting
communication between the development and user communities and facilitating the
transition of HSCB capabilities into operational use. Focus 2011 drew over 600 par-
ticipants as well.

Performers and staff of the HSCB Modeling Program have also had a major presence
at other national and international conferences. The first International Conference on
Cross-Cultural Decision Making (CCDM), held in July 2010 in conjunction with the
third annual Conference on Applied Human Factors and Ergonomics, was co-chaired
by Captain Dylan Schmorrow, USN, the HSCB Modeling Program manager, and Dr.
Denise Nicholson (DSCI, Inc.). The meeting served to introduce academic researchers
to the modeling and research opportunities funded by the DoD, specifically those within
the HSCB Modeling Program. During the conference representatives from academia,
government, and industry delivered over 50 presentations on topics ranging from
training and modeling decision making to applications and multi-model computational
techniques. The HSCB Modeling Program also had a significant presence at the 2nd
CCDM conference. Further, the Program leadership regularly gives briefings about the
Program and the state of S&T at government, scholarly, and industry meetings.

Central to the HSCB Modeling Program’s outreach and communication efforts is
the HSCB newsletter (http://www.dtic.mil/biosys/newsletter.html). First published in
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2009, the quarterly newsletter contains program updates, information about upcoming
events, and insight into the work being done across the community. Performer spotlights
in each newsletter highlight the research being done by select HSCB performers.

The 2011 SBRE report also reflected and contributed to building the sociocultural
behavior R&E community. It identifies the strategic and operational drivers of socio-
cultural behavior capability, explains the role and importance of sociocultural behavior
R&E, discusses major technical and scientific challenges, and offers 10 recommendations

for long-term success.

TRANSITION

In addition to sponsoring the rigorous R&E required to develop sociocultural capa-
bilities, DoD seeks to implement well-targeted and planned technology transition.
Technology transition is complicated because it depends on synchronization among
operational users who must articulate their requirements, enterprise engineers who
establish technical requirements, and acquisition professionals who perform planning
and programming. A strong partnership between capability developers and the targets
of transition has proven key to success. Broad categories of these target groups include
intelligence and analysis, operational planning, influence operations, experimentation,
and training/mission rehearsal. The HSCB Modeling Program engages with all of these
communities, particularly those located at the COCOMs. Each group has particular
needs that range from Indications and Warnings (I&W) to forecasting the third-order
effects of kinetic action, which illustrates the broad reach of HSCB efforts.

Each of these groups also functions across a range of geospatial areas and mission types,
with IW, non-Western cultures, and SSTR having particular salience. Since publication
of the 2006 SPG report, the HSCB Modeling Program has received clear evidence that
all Phase O activities (those designed to shape and stabilize an environment, e.g., through
building partnership capacity, humanitarian assistance, and whole-of-government
engagements require tools and information to strengthen sociocultural capabilities,

particularly software tools and knowledge products and databases.

Although dedicated funds and processes are essential to successful transition to PORs,
the HSCB Modeling Program has demonstrated that other types of transition are
equally viable for sociocultural capabilities. Requirements for POR transition are often
relatively inflexible, and delivery schedules may be planned a year or more in advance.
This presents challenges for programs seeking to accommodate emerging require-
ments in a rapidly developing domain such as sociocultural analysis and planning.
The OSD HSCB Modeling Program has responded to this difficulty by cooperating
with PORs and COCOMs to “pre-stage” capabilities in laboratories, testbeds, and
exercises, to transition methodologies or data, and to develop sociocultural models
that partners can use with their existing systems. Table 2 summarizes the transitions
of OSD HSCB-developed products.
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Table 2. Transitions of HSCB Modeling Program Qutputs

Project ‘ Product ‘ Partner

Social Network Analysis Knowledge products; ISAFJ2 NEC

Reachback Cell analytic methodology

iISENT Software tools USSTRATCOM
ISPAN POR

CANVAS Software tools USSOCOM SKOPE

Designing Tools Enabling Analysis Analytic methodology | USEUCOM J2/

and Modeling

Deep Futures

Designing Tools Enabling Analysis
and Modeling

Sociocultural models

USAFRICOM J2/IKD

Senturian

Sociocultural models

USPACOM SOCPAC

Ethnic Conflict, Repression,
Insurgency and Social Strife (ERIS)

Sociocultural models

uSSOCOM PM MISO

SAVANT-HSCB/MIMFO

Sociocultural models

USSOCOM PM MISO

Virtual Strategic Analysis Sociocultural models  USSOUTHCOM
and Forecasting Tool (V-SAFT)

Worldwide Integrated Crisis Sociocultural models,  USSOUTHCOM
Early Warning System (W-ICEWS) social radar tools

International Stability Assessment Software tools USMC MCCDC

and Analysis Capability (ISAAC)

Semantic Wiki for Complex Operations Software tools USMC MCCDC
Semi-Automated Force (SAF) Software tools USATRADOC TRAC
Military Information Support Software tools USATRADOC TRAC
Operations Planner

ISEBOX Software tools USATRADOC TRAC

Identifying and Countering
Terrorist Narratives

Software tools

USAFRICOM J39

Simulation of Afghanistan
Opium Economic Systems

Knowledge products

ISAF

Understanding Cross-National Variations
and Trends in Islamic Fundamentalism

Knowledge products

USAFRICOM J39

Mining Afghan Lessons Knowledge products  ISAF
from Soviet Era (MALSE)
Plug and Play Cultural Avatars Software tools USASOC JFKSWCS

for Training and Mission Rehearsal
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HIGHLIGHTED TECHNOLOGY TRANSITIONS

This section of the report presents various prominent and high-impact projects that have
been the focus of successful technology transitions, such as W-ICEWS and MARCIMS.
The following subsections highlight a selection of other projects to illustrate the range of
transition modes from 6.2 through 6.4.

ISAF NETWORK EFFECTS CELL (6.4)

Independent HSCB performers at the 6.2-6.4 levels developed the Social Network
Analysis Reachback Capability (SNARC) for analysts at the International Security
Assistance Force (ISAF) Joint Command Network Effects Cell. To build this warfighter-
focused technical capability, the participants worked within a two-week Request for
Information (RFI) cycle. As shown in Table 3, SNARC incorporates enterprise-level
data strategies; operationally effective methods, models, and tools; and an effective
FFRDC-led transition model for operational situations.

Table 3 SNARC Project Benefits

Performer ‘ Project Description ‘ Benefit

Carnegie-Mellon Automated network creation,  Rapidly populates a network
University metrics for sparse networks to be reviewed by an analyst
(e.g., for triage)

MITRE Sentiment analysis toward Identifies sentiments
a topic, e.g., spheres of expressed about a person,
influence group, etc.

University of Method to map power-brokers’ Provides rhetoric analysis
Washington—Applied  ideological positions based on individual quotes and
Physics Lab media

Generates visualization
products for analytical reports

Milcord Sentiment analysis from
survey data

Los Alamos National Potential links in a network
Lab using financial data

Generates various options
to analyze a network

University of
California—Davis

Definition of precursors
to adversarial events

Allows early detection of
unwanted events/potential

to document link analysis data

actions
Northeastern Rigorous approaches Generates rigorous procedures
University to determining network for analyzing social networks
robustness
Milcord Semi-automated semantic wiki | Provides linked, narrative

wiki format to view link
analysis data

©2013 The MITRE Corporation.
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USAFRICOM J2 (6.3)

As a proof of concept requested by U.S. Africa Command (USAFRICOM), HSCB
performer GeoEye applied two geospatial modeling tools to the activities of the Lord’s
Resistance Army (LRA) and associated Internally Displaced Persons (IDP) camps in
central Africa. The first tool, AnthroMapper, is an ArcMap extension that uses terrain
and population density information to identify geospatial regions that could contain
family or tribal groups, and then maps those regions to particular groups based on
known point locations. The other tool, Signature Analyst, examines the relationships
between historic locations for an activity or entity of interest and geospatial data layers
that represent such factors as natural terrain, human infrastructure, and demographics.
Together, these statistical relationships form a geospatial “signature” of the activity or
entity of interest that can be applied to identify unknown locations where that activity
or entity is more likely to occur. Signature Analyst also identifies the environmental
layers that contribute most to likely locations for an activity, providing input to decision-
makers who may need or want to influence that activity. Anticipating the most likely
locations for new violence and the environmental factors that support or mitigate it
provides valuable insights to USAFRICOM, local governments, and NGOs.

ARMY TRADOC ANALYSIS CENTER (6.3)

The HSCB Modeling Program has worked with TRAC: to integrate the University of
California at Davis’s Semi Automated Force (SAF) and CRA’s MISO Planner into TRACs
Irregular Warfare Tactical War Game (IW TWG). The IW TWG is implemented as a
composition of tool modules whose input includes the state of the operational environment
and output represents the perceptions of the population and key individuals. These provide
intermediate metrics in the PMESII spectrum to use as indicators of success.

During a war game the SAF tool speeds up Red’s task selection to allow more time for
planning. It draws on historical data about the players and their standard operating pro-
cedures, commander’s preference for kinetic versus non-kinetic tasks, and commander’s
tempo preference for the given week. Input data includes executed (known) tasks for all
players, the Red players’ scheduled (intended) tasks, the population’s observed attitudes
and behavior, population density (by zone), and other factors to produce a list of pre-
dicted tasks for Red to implement in the following week.

The MISO Planner uses the observed attitudes and behavior of populations from the
Cultural Geography model and the total list of scenario events generated by all player
tasks to evaluate which information operations messages would have the optimal effect
across the demographic groupings. The commander then selects the most effective mes-
sage for the demographic he wishes to reach, chooses the means of delivery (leaflet,
radio, or poster), and designates a list of target zones for the message (as well as the tim-
ing of delivery, and the quantity). The output is a single-page printout showing allocated
MISO tasks, the message to deliver, the means of delivery, the date when supplies will
become available for the units to distribute, and the zones in which to deliver them.
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AIR FORCE TARGETING CENTER (6.2)

In partnership with the AFTC, the HSCB Modeling Program launched a project in
FY12 to develop operationally relevant mechanisms for suggesting and assessing the
potential impacts of non-kinetic targeting actions. The overall vision incorporates agent-
based modeling tools for COA planning and text-based analysis to aid “battle damage
assessment” of the non-kinetic measures selected. AF'TC serves as an operational spon-
sor for the University of Chicago’s MASGC project, which provides strategic-level models
of alliances and sub-national group dynamics. AFTC also supplies operational use
cases for the CADSIM, a multi-agent COA tool, and will use the W-ICEWS sentiment
analysis and trend recognition capabilities iISEN'T and iTRACE, respectively) to gauge
the effects of the Air Force’s influence actions.

For the MASC project, the University of Chicago is building a theoretically shaped
and empirically grounded computational model of strategic contexts that can be used
to explore emergent initiatives, campaigns, scenarios, and policy outcomes. MASC
applies the interactive constraints and affordances by which competing initiatives and
campaigns are forged to generate methods and tools for the analysis of international
conflicts. Specifically, the project has delivered a prototype “gaming engine,” training
modules, and the underlying computational social theory to the AFTC.

Perceptronics Solutions, Inc. is developing a toolset for “Enhanced CADSIM.”
Upon completion, these tools will give commanders and their staff capabilities for
analyzing the impact of sociocultural factors in determining optimal COAs for a vari-
ety of current operations. By combining advanced social science theory with decision
analytical methodology and multi-agent system computations, the Enhanced CADSIM
framework will allow planners to identify critical points of social interaction as well as
the likely influence of 2™ order communication effects on COA outcomes. A primary
focus of their research will be adapting social influence network theory to enable valid
predictions in the military operational environment—in particular, to allow command-
ers to model the evolution of beliefs, attitudes, behaviors, and allegiances in complex

cross-cultural environments.

CONCLUSION

The OSD HSCB Modeling Program has executed a wide-ranging portfolio of projects
spanning the capability areas and gaps documented in the 2006 SPG report. The
Program has successfully transitioned various models, knowledge products, software,
and other tools both to PORs and directly to warfighter organizations. In addition,
the Program has taken the lead in building a broader community engaged in R&E
of applied sociocultural behavior relevant to DoD. Section IV focuses on the scope,

activities, and achievements of the broader community.
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SECTION IV. SIX YEARS LATER

While the OSD HSCB Modeling Program represents the primary direct response to the
2006 SPG report, various other institutions, programs, and initiatives sponsor research,
develop data, determine best practices for analysis, and foster coordination across the
DoD enterprise in the area of sociocultural behavior. This section summarizes initiatives
and investments across the DoD, notes some of the most recent projects and programs,
and gauges progress toward building a more extensive community whose combined
efforts address DoD’s needs for improved sociocultural behavior capabilities.

GROWTH OF A DOD COMMUNITY SUPPORTING
RESEARCH AND ENGINEERING

Asnotedin Section I, DoD research in HSCB-related areas had little centralized direction
in 2006, and was dominated by three organizations: ERDC, DTRA, and AFRL. In the
intervening years, warfighters and DoD organizations have significantly increased their

interest in sociocultural information, and the organizational base has grown accordingly.

Within OSD, ASD(R&E) provides leadership in sociocultural behavior R&E across
DoD, coordinating closely with the Under Secretary of Defense for Intelligence (USD(I))
and the Under Secretary of Defense for Policy (USD(P)). Most of the ASD(R&E) ini-
tiatives, including the HSCB Modeling Program and a number of SBIR projects, are

managed through the Human Performance, Training and BioSystems Directorate.

Another element of ASD(R&E), DARPA, sponsors basic and applied research in many
areas, including some topics associated with sociocultural behavior capabilities. The
Information Innovation Office (I20) funds much of that work. One significant program
executed through I20 was the Integrated Crisis Early Warning System (ICEWS), a system
to monitor, assess, and forecast movement toward or away from stability at the nation-state
level. That system, now supported by the OSD HSCB Modeling Program, has become
the Worldwide-Integrated Crisis Early Warning System (W-ICEWS). Another recent [20
program, Social Media in Strategic Communication (SMISC), supports basic research to
develop automated and semi-automated operator support tools and techniques to enable
the systematic, methodical, and timely use of social media at a global scale.

As the primary military intelligence advisor to the Office of the Director of National
Intelligence, USD(I) oversees a number of military collection and analysis agencies,
including the Defense Intelligence Agency (DIA). USD(I) also chartered and still chairs
the Defense Intelligence Socio-Cultural Capabilities Council (DISCCC), an inter-
agency group that seeks to establish sociocultural capabilities to meet the requirements
of commanders, staffs, and policymakers at all levels of DoD. USD(P) leads the Minerva
Initiative, which sponsors university-based social science research to improve DoD’s
basic understanding of the social, cultural, behavioral, and political forces that shape
regions of the world of strategic importance to the United States.
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From 2008 through 2013, the Armed Services invested in sociocultural behavior
research, including both core funding and support through various programs, such as
the Minerva Initiative, the SBIR Program, and the MURI. All Federal agencies with an
annual extramural R&D budget exceeding $100 million must participate in the SBIR
Program. MURI supports basic research by multidisciplinary teams to address issues of
critical concern to the DoD and the Services.

The U.S. Army funds a range of research initiatives relevant to sociocultural behavior
capabilities. Core and leveraged projects are executed through ARI, USACE-ERDC, the
ARL Human Research and Engineering Directorate (HRED), the ARL Computational
and Information Sciences Directorate (ARL CISD), and the Army Research Office (ARO).

B ARI’s portfolio, which emphasizes training and competency building, includes
Socio-cultural Aspects of Mission Performance (SCOPE), a project to identify
sociocultural performance requirements across different strata such as jobs,
missions, and ranks. The ARI Fort Leavenworth Research Unit also supports a
number of training-focused applied research efforts.

B ERDC has initiated a variety of applied research projects on sociocultural
behavior, including Cultural Reasoning, a project to collect, organize, and syn-
thesize diverse quantitative and qualitative data and information to provide a
knowledge framework linking sociocultural information to support understand-
ing host population behavior.

B ARL HRED sponsors the Relevant Information for Social Cultural Depiction
(RISC-D) program, which supports applied research concentrated on under-
standing and modeling the sociocultural factors that affect decision making by
soldiers and commanders, specifically addressing how a soldier’s own cultural
background influences his or her decision making.

B ARL CISD’s recent applied research programs have focused on sociocultural
data collection and processing, and on developing requirements for a decision
support tool capable of visually presenting complex cultural and social atti-
tudinal/behavioral variables extracted from large datasets that can be used
to forecast attitudes and behaviors in a cultural context. CISD has executed
a number of SBIR projects focused on extracting themes/topics/sentiment/
trends from social networks, sociocultural reasoning, and collaborative visual
displays for distributed teams.

B  The ARO Information Science Portfolio includes the Modeling of Complex
Systems program, whose thrust on Human Cognitive and Behavioral Model-
ing supports basic research on the quantitative, analytical models of cognition
and behavior required for training, simulation (computer-generated forces), and
mission planning.

PROGRESS AND PROMISE ©2013 The MITRE Corporation.
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The TRADOC Intelligence Support Activity (TRISA) led the effort to stand up the
Cultural Knowledge Consortium (CKC). Now an interagency initiative, CKC offers
services that include a data repository and advanced tools for the Distributed Common
Ground System—Army (DCGS-A) Standard Cloud (DSC).* Another Army initiative
1s OneSAL, a program office created to engineer a single, shared capability for simula-
tions involving computer-generated forces. The mission is to build a single SAF that can
support large-scale exercises and training. One of the key components of OneSAF is a
model called Athena, which is designed in part to represent the interaction of PMESII
effects and dynamics over time. The model helps analysts understand the impacts of
complex operations, including their possible second-, third-, and higher-order effects.

Air Force sponsorship of sociocultural behavior-related research is concentrated in
two organizations of the AFRL: the Human Effectiveness Directorate (RH) and the
Information, Decision and Complex Networks Department in the AFOSR. The latter
funds efforts that include the Trust and Influence Program, a Basic Research portfolio
that will provide the empirical foundation for the science of reliance and contemporary
influence. This portfolio specializes in research focused on the empirical science of trust
in both interpersonal and complex human-machine/robot interactions; the science of
influence effects, including the psychological and behavioral impact of novel technology
on the battlefield; and the cognitive and social avenues of influence based on cultural,
social, or technological means. Beginning in 2011, AFOSR began a strategic shift away
from cultural modeling work toward more empirical efforts.

AFRL RH includes the Human-Centered Intelligence, Surveillance, and Recon-
naissance (ISR) Division (RHX), which executes a number of relevant SBIR projects
and currently supports a five-year program titled Cultural Radar for Human Terrain
Effects. This effort will develop mathematical and computational models of informa-
tion diffusion within diverse societies, characterize how information flows through a
population with various types of connectivity, and create a testbed to model the impact
of military operations on adversaries’ decision making. AFRL RH remains engaged in
the development, application, and integration of sociocultural models, but its involve-
ment has recently declined as other priorities take precedence. The overall strategy
balances transition projects and scientific efforts centered on foundational sociocultural
behavior. AFRL RH has successfully transitioned mature technology to AF customers
(AF Targeting Center, the National Air and Space Intelligence Center, and AF Special
Operations Command) and to joint, external customers.

There has also been relevant activity supported by AFRL’s Information Directorate
(RI), most notably the National Operational Effects Model (NOEM), which includes a
module for conducting what-if analysis of alternative COAs.

4. https://www.culturalknowledge.org/
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ONR coordinates, executes, and promotes the S&T programs of the U.S. Navy and
Marine Corps, and has supported a wide range of basic and applied research and
advanced technology development in the area of sociocultural behavior. The Expedition-
ary Maneuver Warfare and Combating Terrorism Department (Code 30) thrusts include
HSCB Sciences. Code 30 invests in building capability by developing a knowledge base,
building models, and creating training capacity to understand, predict, and shape human
behavior cross-culturally. Code 30 has executed much of the portfolio funded by the OSD
HSCB Modeling Program. The Warfighter Performance Department (Code 34) includes
the Human and Bioengineered Systems Division (Code 341), which supports basic and
applied research in a variety of areas, including social, cultural, and behavioral modeling.
Affordable Human Behavior Modeling (AHBM) is a Code 341 project involving cognitive
and computer science, aimed at the creation of techniques and tools to increase the afford-
ability and usability of human behavior models for application as computer-generated
forces or intelligent agents in simulations for military training and analysis. Code 341 also
executes a number of Minerva Initiative projects, including projects focused on under-
standing violent extremism. Other recent Code 341 activity has focused on information
technology and emerging media, including tools and technologies for social media analysis

and the development of novel analytics for social discourse and online news media.

Given their leading role in strategic engagement and building partner capacity in
their respective Areas of Responsibility, the COCGOMs are increasing their attention
to development of sociocultural behavior data and analytic capabilities. With support
from USD(I), most COCOMs have participated in programs and/or stood up analytic
cells focused on areas that include analyzing patterns of life, social media, and social

networks; countering violent extremism; and forecasting instability.

Military educational institutions, including the Naval Postgraduate School (NPS) and
West Point, also contribute significantly to basic and applied sociocultural behavior
research. One example of their contributions is the Cultural Geography model, devel-

oped at NPS, which has been used for wargaming,.

CTTSO is charged with providing a forum for interagency and international users to
discuss mission requirements to combat terrorism, prioritize those requirements, fund
and manage solutions, and deliver capabilities. CTT'SO was a lead for execution of proj-
ects funded by the OSD HSCB Modeling Program. Recent CT'T'SO-funded projects
include Social Cultural Assessment from Passive Sensing (S-CAPS), which responds to
the need for social cultural intelligence in stabilization/ reconstruction, counterterror-
ism, and counterinsurgency missions, particularly in austere and denied areas of opera-
tions. S-CAPS is providing a proof of concept by assessing patterns of life, establishing
baselines for “atmospherics,” and monitoring trends with limited sensor data.

DTRA is the Department of Defense’s Combat Support Agency for countering weapons
of mass destruction (WMD). The agency’s programs include basic science research and
development, operational support to U.S. warfighters, and a think tank designed to
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anticipate and mitigate future threats. DTRA recently introduced the Comprehensive
National Incident Management System (CNIMS), which includes a modeling system
to support simulation of large-scale behavior in the aftermath of a catastrophic event.
CNIMS, a Virginia Tech research program, is a hybrid capability with interoperable
simulations of societal infrastructures, coupled with individual-based social networks.

DoD researchers often coordinate or partner with other Federal Departments and
Agencies that conduct research in sociocultural behavior. These organizations include
the Intelligence Community (IC), the National Laboratories, the Department of
Homeland Security, and the National Science Foundation (NSF). A leading sponsor of
relevant R&E is the Intelligence Advanced Research Projects Activity (IARPA), which
supports cutting-edge research that has the potential to provide the United States with
an intelligence advantage over adversaries. Much of IARPA’s sociocultural behavior
work comes out of the Incisive Analysis Office.

GOVERNANCE AND RESEARCH COORDINATION

The 2006 SPG report emphasized the need for improved governance to ensure the
coordination of research necessary to build sociocultural behavior capabilities through-
out DoD. The Defense Science Board (DSB) echoed this conclusion in its 2009 report
on the domain of human dynamics.” Subsequently, DoD assigned internal coordination
and staff specialists to oversee, coordinate, and support its fiscal and technical portfolios.
Current working groups, steering committees, coordinating meetings, and collabora-
tion best practices (e.g., cross-program scientific peer review) facilitate coordination,
collaboration, investment planning, and guidance. These DoD structures and processes
provide appropriate levels of expert review and guidance while continuing to embrace

opportunities for closer ties and enhanced collaborative mechanisms.

GOVERNANCE

The DoD organizes its sociocultural activity domain within three broad categories:
R&E, data collection and analysis, and training/education. Each of these three areas
is guided by a lead oversight organization that has strategic investment, governance,
and decision-making authority over its specified programs and related activities. Within
OSD, ASD(R&E) leads R&D; USD(I) leads data collection and analysis; and the
Defense Language Office (DLO) leads development of training/education programs.
Collectively, the three organizations comprise the oversight and decision-making body
for the sociocultural area, but each lead organization has purview and authority over
that specific organization’s investments and programmatic foci. Per DoDD 5134.3,
ASD(R&E) is authorized to engage in activities that include, but are not limited to:

5. Per Understanding Human Dynamics, .. .the term ‘human dynamics’ comprises the actions and
interactions of personal, interpersonal, and social/contextual and their effects on behavioral
outcomes” (p. vii).
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B Making recommendations and issuing guidance for DoD R&E plans and
programs

B  Recommending approval, modification, or disapproval of programs and proj-
ects of the Military Departments and other DoD Components in assigned fields
to eliminate unpromising or unnecessarily duplicative programs, and initiating

support of promising activities for R&E

B Promoting coordination, cooperation, and shared understanding of R&E within

DoD and among DoD, other federal agencies, and the civilian community

B Developing and maintaining an R&E metrics program to measure and assess

the quality and progress for DoD’s R&E program.®

COORDINATION AND COLLABORATION

The DoD’s sociocultural R&E efforts are not centrally organized around one program,
although many of them are funded and managed by ASD(R&E). Regular meetings,
listserv emails, websites, and newsletters ensure that information about each program’s
efforts is coordinated and shared among the other sociocultural R&E programs. The
R&E programs sponsor annual collaborative symposia; other organizations are invited
to report on progress and planning for their respective technical areas. These events
include program status overviews, project-level updates, reports on new technology
demonstrations, future plans, and expert panel discussions with updates that describe
intra- and inter-departmental coordination activities. Meeting participants include rep-
resentatives of organizations and communities that will implement the new knowledge

and technologies.

DoD’s sociocultural R&E programs rely on established scientific collaboration practices
to ensure cross-pollination of ideas and the development of scientifically distinct research
portfolios that anticipate and align with emergent research developments. These prac-
tices include involving the sociocultural R&E community in BAA development, in the

peer review project selection process, and in project and program evaluation.

DoD has established a number of standing organizations that facilitate coordination,
collaboration, and user engagement.

B  The Human Systems Community of Interest (HS Col) is a DoD Senior Execu-
tive Service (SES)-level coordination group formed under the auspices of the
DoD Science and Technology Executive Committee (DoD S&T EXCOM).
The HS Col is composed of representatives of leading research areas oriented
to HS integration, including Sociocultural Behavior Understanding. The HS
Col serves as a key link to other DoD Cols and supports increased outreach for

international cooperation.

6. Department of Defense Directive 5134.3 (November 3, 2003).
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B The Irregular Warfare Modeling and Simulation Senior Coordinating Group
(IW M&S SCG) enhances visibility, collaboration, and coordination of IW
M&S across DoD. Activities include assessing IW M&S capabilities; identify-
ing potential gaps, solutions, and metrics for IW M&S; producing reusable IW
M&S that provides common solutions; and leveraging existing investments
in M&S. The group holds monthly meetings attended by 18 senior leaders at
the General Officer and SES levels who represent potential end-users for the
products developed by ASD(R&E) and USD(I).

B The DISCCC, chartered and chaired by USD(I), pursues the establishment
of sociocultural capabilities that meet the requirements of commanders, staffs,
and policy makers at all levels of DoD. DISCCC?’s standing membership rep-
resents those organizations within the Defense Intelligence Enterprise (DIE)
responsible for the management or use of sociocultural capabilities that inform
the decision making of senior leaders. Enabling objectives include coordination
of capability development, operational collaboration, and institutionalization of
sociocultural capabilities.

B The Defense Language Steering Committee recommends and coordinates
language policy, needs, training, education, personnel, and financial require-
ments. It consists of General Officer or SES representatives from USD(P);
USD(I); USD Comptroller; USD(AT&L); the Office of the Director, Program
Analysis and Evaluation; the COCOMs; the Office of the Chairman of the
Joint Chiefs of Staff; the Military Departments; DIA; the Defense Security and
Cooperation Agency; DTRA; the National Security Agency; and the National
Geospatial-Intelligence Agency.

In addition to participating in groups such as the IW M&S SCG and the DISCCC, mem-
bers of the DoD sociocultural community often take part in informational and coordinating
meetings across departments and offices. USD(I), USD(P), USD(AT&L), the Joint Staff,
COCOMs, and members of the DIE hold both formal and ad hoc meetings with each
other. These regular interactions ensure that members of various socioculturally focused
communities remain apprised of evolving requirements, gaps, and investment strategies.
Organizations such as ASD(R&E) involve other R&E funders and staff from the data and
analysis and training/education communities, as well as end-users, in the R&E process.
They participate in discussions of requirements and gaps for incorporation into R&E strat-
egy and BAAs and reviews of research proposals during the scientific peer review process,
ensuring that end-user needs are identified and included in the DoD’s R&E portfolio.

As noted in Section III, meetings such as the HSCB Modeling Program’s series of
“Focus” conferences and the COCOMs’ S&T workshops take place annually. They
offer venues for members of socioculturally oriented communities to formally present
their perspectives, interact with each other, and gain insight into the needs, gaps, and
strategic directions of the broader sociocultural community.

SECTION IV. SIX YEARS LATER
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As the description above shows, a significant amount of coordination and collaboration
is already taking place—far more than in 2006. DoD should seize any opportunity to
further minimize duplication and inefficiency while preserving innovation and keeping
the needs and interests of operational end-users first and foremost.

CLOSING THE CAPABILITY GAPS

DoD has made measurable progress in remedying the technical and capability short-
comings denoted in the 2006 SPG report. That report identified a number of broad
issues: lack of a military technical core capability in sociocultural behavior, limited
“reuse” of data and software, lack of life-cycle management plans for products, absence
of data and collection methods to support understanding, limitation of models in scope
and scale, limited domain and inter-domain knowledge and experience, and a shortfall
in general use of science or technology to aid soldiers in gaining language skills and
cultural awareness. As summarized in Table 4, evidence suggests that in the intervening
years DoD has addressed each of these issues to some degree.

Table 4. Capability Status, 2006 and 2012

Category ‘ 2006 ‘ Present
Core Technical Standing programs in all Armed Services focus
Socio-cultural | sociocultural on sociocultural behavior analysis and modeling.
Capability behavior Geographic COCOMs, Special Operations Command,
capability drawn | the Armed Services and intelligence agencies
from academia, have dedicated personnel performing sociocultural
labs, industry. research and analysis.

Data and Tool | Noinvestmentin | Increased DoD investments in data collection,
Transfer resources to port | storage, and transfer. The 0SD HSCB Modeling

or extend relevant | Program has completed transition agreements with
data, knowledge, | multiple COCOMs, and with the Integrated Strategic
and tools. Planning and Analysis Network (ISPAN), an
Acquisition Category (ACAT)-1 POR. Other tools and
resources have been transferred to meet near-term
operational demands.

Data and No data and Increased focus across DoD on mobile data collection,

Collection collection methods | crowd-sourced data collection, remote data

Methods to support collection. The MARCIMS wiki exemplifies advances
understanding, in mobile data collection, analysis, and visualization.
models, or tool Research and technology investments have been
development. extended to capitalize on social media resources.

USD(I) and TRADOC have stood up the CKC.
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Category ‘ 2006 ‘ Present
Model Scope | Models not Increased DoD investment focus on hybrid models.
and Scale broad enough W-ICEWS is a leading example of integrating
to cover full different types of models and working with multiple
range of military data formats at global scale to support operations-
operations, nor ready forecasting.
detailed enough to
forecast behaviors
atscale.
Model Limited capacity to | Development and testing of architectures and
Integration supportintegrated | infrastructure necessary to support integration
Across Levels | modeling of of computational models, particularly across
strategic/ operational and strategic levels. The Social Network

operational/
tactical planning
and operations.

Analysis Reachback Capability (SNARC) integrates
HSCB technologies to meet warfighter and analyst
requirements.

Gaps at No general-use DoD has strengthened its focus on language and
Individual S&T to achieve cultural training and retention. Formal strategy
Soldier Level | the “language- developed to actively encourage and reward

agile cultural warfighters for sociocultural knowledge. S&T
chameleon” solutions for individual warfighters remain a long-
warfighter. term goal.

Governance of

Sociocultural

coordination and
few DoD-wide
solutions.

DoD directives and initiatives establish governance

Sociocultural | behavior R&E authorities for R&D, analysis, and training. USD(l)
Behavior R&E | highly distributed | DISCCC, IW M&S SCG, and the HS Col each convene
with limited regularly. Hundreds from industry, academia,

and government participate in annual national
conferences on human sociocultural behavior
analysis and modeling.

47

A broad, interdisciplinary research community now exists, with much greater engage-
ment by both industry and academia than in 2006. Large integrators are now becom-
ing involved in internal R&D and direct-funded projects. The COCOMs possess more
in-house sociocultural analytic capability and warfighters now have much better and
more timely access to sociocultural behavior data. As evidenced by the W-ICEWS (see
Spotlight), integrated, global-scale modeling has not only advanced, but is also driving
POR-ready capabilities. The Services in particular have devoted considerable effort to
sociocultural behavior and language training in order to narrow the gap in individual

soldier capabilities.
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Thus, when considered in the aggregate, DoD has made encouraging progress. A closer
examination of the particular gaps identified in 2006, however, suggests that much remains
to be done. Preparation of this report included asking a sample of Armed Services program
managers, OSD personnel, and COCOM S&T' Advisers to assess progress relative to the
70-plus capability gaps identified in the 2006 SPG. In all, 15 individuals provided their
assessment of (a) progress since 2006 and (b) current capability, using a scale from 1 (very
strong) to 5 (very weak). The pie charts in Figure 10 depict an integrated assessment for each
of the six areas identified in the 2006 SPG report, with gap scores for each assessor averaged
and then clustered into three groups: Strong or Very Strong (green), Modest (yellow), and
Weak or Very Weak. Integrated results for all of the gaps are provided in Appendix C.

Progress Capability

Data and Knowledge Acquisition

Data Management

Broad, In-Depth Understanding
of Sociocultural Factors

Analytics and Modeling
Dissemination and Visualization Tools

Training

M High/Very High 1 Modest M Low/Very Low

Figure 10. DoD Progress in Six Domains

These results, based on the judgments of a cross-section of those most familiar with
DoD science, technology, and capabilities in the area of sociocultural behavior, indicate
that most believe the DoD has made at least modest improvements across all areas of
capability, with the most significant advances in Training, followed very closely by Data
and Knowledge Acquisition and Data Management. As for current capability, assessors
clearly see persistent gaps across all areas. The greatest gap occurs in the area of Dis-
semination and Visualization, though most also felt that capability remained either low
or very low for Analytics and Modeling, and few believe that DoD has so far achieved
high or very high capability in Understanding of Sociocultural Factors.

SECTION IV. SIX YEARS LATER
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That the capability gaps identified in the 2006 SPG report should persist is hardly
surprising, for at least two reasons. First, the fiscal pressures experienced across DoD
have unquestionably impacted R&D, to some extent slowing the development of data
and tools as well as their transition into the hands of the warfighter. As summarized in
Section I, the 2006 SPG report called for new investment of more than $300 million,
primarily across the BA2—4 lines that support Applied Research, Advanced Technol-
ogy Development, and Advanced Component Development and Prototypes. The total
recommended investment for those lines was $441 million.

Preparation of this report included review of publicly available materials on major
programs sponsoring relevant research as well as requests for information from research
program leaders across the Armed Services. Table 5 summarizes the results of that
review, along with the original SPG report recommendations. Actual obligations were
available for the HSCB Modeling Program; other figures are estimates, based on best
available information. No account of this kind can be definitive, in part because the DoD
research program is very complex with structures and processes varying widely across
the various organizational units. Also, there is no fixed specification of “sociocultural
behavior research,” so determining what (and what not) to include in the estimates was
not always straightforward. Thus, totals are presented as estimated ranges.

Table 5. Sociocultural Behavior Research Funding

0SD HSCB Actual Other Programs

SPG Plan*

FY08-13** (Estimated)
2-3 $342 million $90 million $155-$175 million | ($77—$97 million)
4 $99 million $30 million ($69 million)
Total | $441 million $120 million $155—$175 million | ($146-$166 million)

* Includes baseline for FY08—11, plus recommended investments for BA2—4. Assumes all planned
and recommended SBIR funding supports BA2-3, and is equally split between those two levels.

** Obligated for 'Y08—-12, budgeted for FY13.

The investment in sociocultural behavior R&E has been significant compared to prior
years—perhaps approaching $300 million for BA2-4. However, the estimated totals
are between $146 and $166 million less than the amounts recommended to close the
gaps documented in the 2006 SPG report for Applied Research, Advanced Technology
Development and—particularly—Advanced Component Development and Prototypes.

However, the more fundamental reason why gaps persist is simply that R&E in sociocultural
behavior for military application is still a very new area, and thus is immature. Six years
is a very short time over which to achieve widespread and enduring change in any kind of
capability, and particularly in this area, where the challenges are inherently so great.
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CONCLUSION

Six years after the SPG study, DoD can point to considerable advances in building the
DoD’s S&T foundation for examining sociocultural behavior. The defense community
has also improved its overall capability to forecast behaviors driven by social and cul-
tural variables and to pursue effective COAs in the full range of military operations. Yet
much remains to be done. This is to be expected; consider that a six-year investment in
conventional radar would have ended research on that technology in 1940. DoD must
take a long-term view when evolving its sociocultural behavior capabilities. The final
section of this report describes that long-term vision, and presents recommendations for

how to realize it.
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SECTION V. CONCLUSION AND
RECOMMENDATIONS

CHANGING NATIONAL SECURITY ENVIRONMENT

The preceding section documented the persistence of certain capability gaps originally
described in 2006. That persistence is important, in part because the United States
will continue to face certain kinds of mission challenges where capabilities related to
sociocultural behavior will be critical. However, not only do the gaps described in 2006
remain—though, importantly, at a reduced level—but new needs are emerging, largely
as a result of evolving U.S. strategic priorities and mission demands in response to
changes in the global information and geopolitical context. Iraq and Afghanistan have
receded as the primary geopolitical areas of interest, eclipsed by broader changes in the
Middle East and a policy and operational re-focusing on the Asia-Pacific region. Follow-
ing the continuing withdrawal of forces from Afghanistan, a similar massive deployment
of U.S. military strength could take place during a worst-case scenario with near-peer
states, or another nation whose destabilization significantly threatens U.S. interests.

Otherwise, multiple low-intensity conflicts ranging from extremist threats in Africa to
destabilization in the Middle East and Southeast Asia will remain a significant concern.
The situation in Syria is volatile, with the potential to spill over and destabilize other
countries such as Iraq, Turkey, or Lebanon. Further destabilizing events could emerge
from the Kurdish desire for statehood, simmering tensions between Pakistan and India,
the China-Taiwan conflict, or further unrest in the Middle East. Nearly all of these
conflicts would occur in areas of the world where U.S. troops would face considerable
language and cultural barriers and traditional intervention strategies are less likely to
be effective. Aside from these potential conflicts, the threat of terrorism remains ever
present and organizations such as Al Qaeda continue to contribute to instability in the
Middle East, Southeast Asia and Africa.

Several concerns not widely recognized in 2006 now present high-priority challenges.
Hostile non-state actors can gain a foothold in local populations, particularly in areas
where the rule of law is weak. Attention to such actors has increased, sharpened by
the recognition that they might obtain access to an array of WMD relatively cheaply
and easily. On a related front, drug economies and criminal issues drive instability
in nations in both the Eastern and Western hemispheres, and are intermingled with
slavery and local violence. Criminal, narcotics, and human trafficking organizations
will provide additional challenges to international security, human rights, and the
rule of law. Criminal organizations have a corrupting effect on judicial and law

enforcement systems and this can exacerbate problems within already weak states.
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Disaster coordination, HADR, and Non-Combatant Evacuation Operations all repre-
sent much higher priorities now than in 2006. The need for the U.S. military to assist in
responding to natural and man-made disasters both internationally and domestically is
likely to continue. Flooding, hurricanes, droughts, and other natural disasters will chal-
lenge U.S. capabilities to provide timely, targeted, and appropriate response and relief.
Environmental changes will have a destabilizing effect when certain industries such as
farming or fishing become untenable as climate patterns change or natural resources
are exhausted. Demographic shifts as a result of population relocation, migration, flight
from combat zones, and internal political unrest will have a similar effect. Forecasting
and mitigating these changes before they reach a tipping point or terminal point are key
to limiting the disruption they cause.

Challenges in the cyber-security realm will also pose threats to our national security. As
our adversaries become increasingly technologically sophisticated, new denial and decep-
tion tactics will reduce our ability to gain accurate information about situations. Nations
are developing systems to restrict the Internet and cellphone access of their citizens during
times of internal strife, and these situations pose problems for U.S. systems designed to
accurately read the extent of a conflict using open-source information. Cyberspace is used
for networking and recruiting (e.g., Facebook), fundraising, training, sanctuary, command
and control (e.g., Twitter), and strategic communication (e.g., YouTube). These factors
indicate the rich opportunity for further sociocultural behavior research and engineering.

VISION

Recent, profound changes to the global information environment will mediate the
particular manifestation of these national security challenges. In 2006, Twitter had not
been invented, and Weblogs were just becoming a mainstream tool. Now “twitterverse”
and “blogosphere” have entered the popular lexicon, and the world media environment
is characterized by unprecedented volume, extreme interconnectivity, and very rapid
information exchange. In this era, where “going viral” is the yardstick of impact, change
can occur very rapidly and on a large scale. Influence can emerge from unexpected
places, can be difficult to trace, and can result from manipulation and deception. Hate
speech amplified and distributed through social media and mobile phones can lead to
mob violence and instability.

Thus, it seems apparent that the power of populations to communicate, mobilize, and
effect great change has dramatically increased over the past few decades, and especially
rapidly over the past several years. This is due in part to the availability of near-instan-
taneous point-to-point or broadcast communication afforded by cellphone and Internet
technologies, sometimes despite the attempts of governments to deny this communication.
This relatively new environment affects many, if not most, DoD missions. Decision mak-
ers, analysts, planners, and operators need in-depth understanding of this environment,
as well as the ability to continuously monitor it for relevant signals. DoD must provide

decision makers early insight about rapidly emerging population-centric situations and
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allow for the development and explorations of COAs. In the words of Lt. Gen. Michael T.
Flynn, the director of DIA:

Simply stated, the lesson of the last decade is that failing to understand
the human dimension of conflict is too costly in lives, resources, and
political will for the Nation to bear. Once a conflict commences, it is
already too late to begin the process of learning about the population
and its politics. The optimal condition is for our leaders to have the
ability to influence budding conflicts “left of bang,” that is, before ten-

sions turn violent.’

Conventional ISR and I&W methods and tools were primarily designed to detect physical
objects and movements. Alone, they cannot provide insight into how U.S. actions may
deter strategic adversaries, understanding of how extremist rhetoric may radicalize youth
around the world, or detection of disruptions associated with a loose nuclear device of a
chemical or biological event. It is important to take advantage of an environment where
useful information may be in “plain sight” and the subject of open conversation. But even
if not in “plain sight,” the enormous increase in open source data, especially when that
data 1s aggregated and fused with traditional data, can supply direct and indirect indica-
tors regarding topics of keen interest to the United States, potentially warn us of events of
concern, provide insight into the cyber, physical, and human domains, and give decision

makers the insight they need to make difficult decisions that address or even avert crises.

In the 20th century, advances in radar, sonar, and infrared sensing dramatically
improved our ability to deal with military challenges by enabling us to perceive physical
objects through air, water, and darkness or camouflage. To meet the demands of the
21st century, the defense, diplomatic, and development communities need integrated
capabilities that will provide insight into the attitudes, perceptions, and intentions of
citizens and leaders around the world. We “must develop a sensory capability to better
detect the precursors to political change, a ‘social radar’ with a level of granularity,
understanding, and confidence that enables policy leaders to make informed decisions
that maximize national influence left of bang.” ® In his 2010 paper defining social radar,
Dr. Mark Maybury, currently chief scientist of the U.S. Air Force, stated that:

The center of gravity in modern warfare not only includes military
targets such as tanks, ships, planes, command and control facilities,
and military forces but equally important the perceptions, intentions
and behaviors of citizens and leaders. While radar, sonar, and infrared
vision serve our military forces well, they provide limited insight into

7. Flynn (2012), p. 13.
8. Flynn (2012), p. 14.

SECTION V. CONCLUSION AND RECOMMENDATIONS

55



56

PROGRESS AND PROMISE

the social, cultural and behavioral activities of populations.... A Social
Radar needs to sense perceptions, attitudes, beliefs and behaviors (via
indicators and correlation with other factors) and geographically and/
or socially localize and track these to support the smart engagement of
foreign populations and the assessment and replanning of efforts based

on indicator progression.”’

The vision for social radar does not begin and end with indications and warnings, trend
analysis, or alerting mechanisms. Those capabilities are vital, particularly for support-
ing situation awareness. However, informed decisions by military leaders can result
only from option awareness, which depends on an ability to forecast possible adversary
COAs, and to develop, analyze and compare alternative COAs for the United States
and its allies. Both areas of capability—forecasting and COA analysis—will allow lead-
ers to generate and visualize decision spaces and thereby enable option awareness.

To be most effective, a social radar should take a data-to-decision support perspective
along with a data-centric architecture, allowing analysts to tailor and weight the fusion
of indicators, draw on online sources to update model parameters, and use COA models
to provide quantitative evidence for indicator integration strategies. Realizing this vision
will require an analysis environment that supports the development of common output
measures, management of uncertainty analyses, and model validation. Ultimately, such
a framework will allow analysts to explore data, perform diverse analyses, generate
products for decision makers, and help communicate findings through tailored dash-
boards that support drilldown and knowledge management.

Since the vision for a social radar was articulated just over two years ago, DoD has
carried out considerable work to make it a reality. ASD(R&E) adopted “social radar” as
part of its long-term vision for sociocultural behavior capability, and multidisciplinary,
collaborative efforts among government, industry, academia, and FFRDCs address
aspects of the problem. The OSD HSCB Modeling Program sponsors a number of
projects that contribute to the social radar vision. The W-ICEWS, perhaps the most
mature instantiation of social radar to date, is led by Lockheed Martin, with a team that
includes university and small business representatives. Through its internally funded
research program, The MITRE Corporation, which operates DoD’s National Security
Engineering Center (NSEC) FFRDC, has been building and experimenting with social
radar prototypes. The prototypes aim at anticipating breakpoints in expression of emo-
tion, recognizing ideological texts, detecting evidence of influence in blogs and social
media, assessing the value of social media for monitoring instability, and integrating
sociocultural behavior indicators to support decision making. (See the MoodMiner
Spotlight for an illustration of that work.) MITRE’s experimental work includes col-

laboration with both university and industry teams.

9. Maybury (2010), p. 1.
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CAPABILITY NEEDS

Just as the evolving global information environment has brought new challenges, new
data types, sources, and technologies present opportunities. Data collected by unmanned
aerial vehicles and sensors, and new information systems to integrate these new sources
into models and visualize their data streams, have all undergone tremendous improve-
ment, and are beginning to realize a small part of their potential. Handheld devices had
started to emerge as tools with some social impact in 2006. Natural language processing,
computer-assisted translation, and other semantic efforts have existed for some time, but
events such as the Arab Spring have drawn much more attention to these initiatives.

The social radar experience to date suggests an exciting future in which global informa-
tion, applied research, and analytics are fully and dynamically integrated. The three
elements will work together, seamlessly and almost simultaneously. Global data will be
rapidly collected and processed, fueling interdisciplinary research that creates new tools,
which will then be applied to transform information into the understanding needed to
support effective, agile decision making. As new data and research arrive, the informa-
tion and the tools themselves will be updated to give decision makers new information
and new ways of looking at that information.

Realizing this broad—and ambitious—vision will entail development of more highly
tailored capabilities. The set of sociocultural behavior capabilities provided in Table 6 is
grounded in the foregoing discussion and analysis, and was developed with input from
a variety of SMEs, including managers of leading research programs across the Armed
Services. The table is organized into the now-familiar capability areas of Understand,
Detect, Forecast, and Mitigate. This set of capabilities is not intended to be comprehen-
sive, but represents a core list that can guide DoD efforts in the longer term.

Table 6. Sociocultural Behavior Capabilities

Understand

Understand structure of threat narratives and their potential impact
on meaning making by local populations and their leaders.

Identify previously unknown groups or individuals that may present threat
and situate them within a social network.

Collect quality sociocultural behavior data in denied or limited access areas.

Improve understanding of social identity and social behavior.

Detect activities of groups or individuals attempting to exert influence,
and track those activities over time, space, and social networks.

Detect and control for deception, particularly in social media.
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Synthesize data of multiple types and varying granularity sufficiently
to detect an integrated signal.

Persistently surveil and detect behavior pattern changes to identify adversaries.

Forecast onset and pattern of large-scale movement of populations in response
to highly disruptive natural or man-made events.

Anticipate and trace propagation of effects from tactical to operational
and strategic levels.

Identify discourse communities and monitor patterns in their rhetoric
and messaging that support forecasting of group decisions and behavior.

Detect and track signals of excited networks that may indicate emergent unrest
or behaviors relevant for missions such as countering WMD and countering violent extremism.

Track rate, extent, and pattern of spread of Blue Force messaging.

Compare and visualize alternative COAs, while providing some estimate
of uncertainties associated with each option.

Measure interdependent effects of kinetic and non-kinetic COAs on sentiments,
attitudes, and behaviors of adversary and general populations.

Geolocate sociocultural behavior features to a level of precision that supports
visualization of those features as geospatial layers.

ENABLING RESEARCH

To achieve practical capabilities in these areas DoD should conduct research grounded
in the social and behavioral sciences and executed with an eye toward operational needs
and documented requirements. The nature of global change discussed earlier suggests
the importance of applying “big data” and cloud-based processing to effectively manage
the enormous volumes of available open source material. Analysts must make sense
of that data via algorithms derived from basic research and applied theory, as well
as methods, models, and technologies that promote deep understanding of the global
human domain in which warfighters operate. To keep pace with the rapidly increasing
interconnectivity of global populations, DoD must seck to understand how populations
use cellular and other mobile technologies, including how networks grow, function,

and carry influence.

The vision and capabilities discussed in the preceding sections imply several lines of
R&E that DoD should pursue. Table 7 lists a recommended set of research thrusts
based on the preceding analysis and discussion in this report, and informed by the
authors’ experience with the HSCB Modeling Program, the Armed Services S&T
community, and both academic and industry researchers who have led applied socio-

cultural behavior research with DoD sponsorship.
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Table 7. Recommended Research Thrusts

Understanding

Techniques for comparison and fusion of different sources of data,
as well as the blending of qualitative and quantitative data

Modeling the psychological dynamics of small groups and networks

Basic and applied research to populate integrated models
of emergent violent extremism and instability

High-resolution model to predict growth of factions and ideologies in cultures

Research to link individual behavior pattern recognition to implied intent

Models that will support understanding of crowd control/neutralization

Cognitive task analysis with trainers and forces to improve understanding
of needed sociocultural behavior knowledge, skills, and abilities

Empirical, longitudinal evaluation of cost effectiveness
and impact of cross-cultural training

Tools and techniques for detecting disinformation from a variety of sources

Entropy semantics—automated detection of and alerting to
changes in the distribution of semantic search results

Continued investment in tools to detect and extract
event data from non-English text

Automated data ingest and analysis for less structured
open media data and non-textual media

Entity resolution research to help create a “trusted data” model that
takes advantage of duplicate references to a single subject

Visualization of key dynamics in networks, including assessment of group
dynamics; identification of stable, emergent, and dispersing groups; and
identification of stable, emergent, and degrading patterns of influence and trust

Enhanced geo-temporal network extraction, spatial link inference
and assessment, geo-network metrics, and location-based network
reasoning and visualization—all robust and scalable to big data

Sentiment models that can associate sentiments with their sources
and subjects at levels of precision and recall that are operationally
acceptable, and that work for multiple major languages

PROGRESS AND PROMISE
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Forecasting

Improved verification, validation, scalability, and maintenance
of models coupled with additional experimentation to
ensure robustness of the concepts being modeled

Adaptive artificial intelligence environments and
characters to improve modeling of COA effects

Computational models that support probabilistic forecasts of group
decision making by political leaders and organizations (actors)

Agent-based and hybrid models tailored to forecasting the
dynamics of mass forced or unforced migrations

Techniques for tracking a forecast on a daily basis to see how it may be
playing out in unfolding events and to uncover additional, actionable detail

Methods and data for validating the predictive value of social media

Mitigation

Models and processes that identify messaging options for
maximizing effectiveness and propagation of influence

Measures of effectiveness that can be used to evaluate the impact(s) of COAs

Exploratory modeling techniques and tools

Techniques and systems for effective management of big data produced
by large-scale simulations involving cognitively realistic agents

Distributed, high performance simulation engine that accommodates multi-
disciplinary models to support COA analysis across the PMESII domains

Cascading effects models to simulate the combined effects of kinetic, non-kinetic,
and IW events on the behaviors of individuals, organizations, and societal groups

Predictive computational models of green/white/red behaviors,
both as individuals and as tightly and loosely coupled teams
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CONCLUSION

Innovative ideas for research, science, and technology are essential to long-term success
in building DoD sociocultural behavior capabilities. However, those ideas can only be
translated into practical tools if appropriate programs and processes are in place. DoD
should seize any opportunity to further minimize duplication and inefficiency in its pro-
grams while promoting innovation and keeping the needs and interests of operational

end-users as the first and foremost priority.

The following series of recommendations is derived from the experience of the last six
years, including an understanding of current commercial technology and research efforts
underway in this domain. The recommendations recognize the need to support near-,
mid-, and long-term research efforts while accounting for affordability, effectiveness, and
efficiency across the research domains. Further, they reflect the importance of reaching
across the DoD and broader U.S. government enterprises and mission sets to ensure that

mission-focused research and transition take place in a coordinated and effective fashion.

1. DoD needs a robustly funded 6.2—6.4 sociocultural modeling research program to
address the range of capabilities users demand. The area of applied sociocultural
behavior research and engineering is still relatively young, specified requirements
remain relatively limited despite widespread acknowledgment of needs, and the
Services provide primarily Basic Research oriented to their particular priorities.
There remains a need for a program and processes that can help mature Basic and
Applied Research into software and tools that can be transitioned and sustained.
Planned levels of approximately $50 million per year for the HSCB Modeling
Program were not unreasonable, and experience with the Program suggests that
resourcing under $20 million annually is not likely to be effective.

2. The Services should prioritize science and technology for sociocultural behav-
ior capabilities, building on some of the innovative work already underway.
This needs to be supported by specification of sociocultural behavior-related
capabilities and associated requirements. These should be derived through
coordination across the Services to maximize leveraging opportunities and
minimize inefficient redundancies. With the joint requirements as drivers, each
Service should then sponsor Basic and Applied Research tailored to the needs
of their respective warfighters’ missions.

3. To maximize the success of the first two recommended actions, DoD needs to
intensify coordination across the sociocultural behavior research space. Using
mechanisms such as the OSD Human Systems Social, Cultural and Behavioral
Understanding sub-area group, DoD should increase coordination both hori-
zontally (across the Services and at any given level of research) and vertically
(from Basic through Applied and on to Advanced Technology Development
and Prototyping programs).

©2013 The MITRE Corporation.
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DoD should identify a center of excellence for sociocultural modeling integra-
tion and analysis, focused on application of technology to user needs, transition
to users and PORs, metrics, data interoperability, model validation, and model
reuse and generalizability. This center should emphasize identifying and sup-
porting operationalization of sociocultural behavior tools. This could include
helping to identify and develop resources and best practices for training, experi-
ments with end users, requirements development, and rapid fielding.
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APPENDIX C: DETAILS ON
ASSESSMENT OF ORIGINAL
SPG GAPS

Individuals assessed each capability area for (a) progress since 2006 and (b) current
capability. They used a scale from [ (very strong) to 5 (very weak). Results were averaged
to provide an overall rating.

‘ Progress ‘Capability

Data Knowledge and Acquisition

Tools for collecting HUMINT and sociocultural data 2.9 3.3
Sensors with human feature resolution and analysis capability | 3.7 4.2
Handheld tools to enable on-site ethnographic data collection— | 3.0 3.2
GPS, time, graphics, photos, and ethnographic questions

Behavior signatures tracking of adversaries— 3.9 4.3
space, time, and cyberspace

Societal responses to Blue Force effects based operations 3.0 3.6
Team survey and ethnographic assessments of the 2.6 2.8

stability, security, reconstruction, and transition needs
of local villages, provinces, cities, and regions

Appropriate, holistic research plans that provide capability 3.3 3.5
to scale up to regional views and down to local situations to
improve situation awareness at every level of social complexity

Data Management

Dynamic data-driven approach—near-real-time, 2.9 3.6
on-demand configuration of live data sources

Metrics to assess military team performance/ 3.3 3.5
effectiveness at high levels of command

Data structure, data management and retrieval capabilities 3.3 3.5
— Ontology development — for sociocultural data

Multilingual content analysis and ontology development 3.3 3.2
Standards-free interoperability between national forces 3.5 3.7
Open architecture standards, protocols, and supporting 3.2 3.4

procedures to enhance information sharing and coordination

Text semantic analysis tools—tools that analyze 3.2 3.4
text documents and compare the semantics
with the data in the ontology database

©2013 The MITRE Corporation. APPENDIX C: DETAILS ON ASSESSMENT OF ORIGINAL SPG GAPS
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‘ Progress ‘Capability

Ontology database—structured database that stores the data,
relationships, and assumptions for the society of simulations

3.3

3.7

Ontology importing tools—tools that allow
customization of ontology data by importing proprietary
or classified data from external databases

3.3

3.5

Ontology visual analytics—suite of visualization
tools that allow analysts to query and visualize data,
relationships, and assumptions in the simulations

3.5

3.9

Ontology Integrated Development Environment—
tools for subject matter experts to utilize in
modifying or developing ontologies

3.3

3.7

Broad, in-depth Understanding of Sociocultural Factors

Understanding and development of validation techniques
for models of crowds, teams, and organizations

3.6

3.8

Anticipatory understanding of sociocultural factors
affecting organizational and team effectiveness

3.2

3.5

Understanding of individual and aggregate behaviors

3.3

3.8

Research strategies to enable data collection
for denied territory and societies

3.6

3.9

Crisis modeling assessment, response, and recovery
tools that are culturally specific and sensitive

3.5

3.5

Understanding of sociocultural basis for
development of trust with green/white

3.5

3.6

Understanding/modeling of how media and information
propagation affect beliefs and behavior of individuals,
groups, societies, states, and regions

3.5

3.7

Sensemaking support environment to
enable rapid characterization of adversary
proclivities and method of operations

3.8

3.9

Analytics and Modeling

Sociocultural models supporting predictive
understanding of red tolerant/supportive locations
and environments—physical and social

3.4

3.5

Sociocultural and network models of green/
white/red to enable projections of intent

3.6

3.5

Predictive behavioral analysis and green/white/
red pattern assessment capabilities

3.5

3.8

Knowledge of sociocultural patterns to enable
detection of abnormal behavior patterns

3.6

3.8

PROGRESS AND PROMISE
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‘ Progress ‘Capability

Creation of theory and formal models to support the

capabilities to promote the stability of local civil society

development of culturally appropriate incentives and enabling

High-resolution model for organizational growth based on 3.8 4.0

ethnic, religious, political, economic, cultural, and other factors

High resolution models of how ideas spread 3.6 3.8

within and among groups within a society

Anticipatory understanding of who will act 3.7 3.8

contrary to stabilization efforts

Cascading effects models to simulate combined effects 41 4.0

of kinetic, non-kinetic, and IW events on the behaviors

of individuals, organizations, and societal groups

Predictive computational models of well-structured 3.4 37

military and military-coalition/civilian/etc., teams

Predictive computational models of green/ 3.9 41

white/red behaviors, both as individuals and as

tightly coupled and loosely coupled teams

Understanding and modeling of the translation of 3.8 3.9

individual versus aggregate (group, societal) behaviors

Anticipatory understanding of impact of PMESII 3.5 3.7

reconstruction on societal support and tolerance for red

Integration of automated human intent 4.2 4.3

models with TT&L technologies

Improved models of crowd behavior 3.5 3.8

Models of the mechanisms by which military organizations 3.7 3.7

adapt to changing external contingencies

Models of terrorist information networks/media 3.3 3.5

to disrupt messages and justifications

Ontology based models of information 3.3 35

propagation to counter enemy messages

Multilingual media, leaders/organizational 3.6 3.7

traits and behaviors modeling

Media and rumor propagation models/social network 3.5 3.8

models to support psychological operations

Embedded human performance moderators 3.4 3.9
3.7 3.8
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‘ Progress ‘Capability

Dissemination and Visualization Tools

and organizations with coalition partners

Geospatial mapping of cultural factors (e.g., religious, 3.2 3.3
ethnic, social, political, and economic)

Geospatial analysis and visualization tools 3.1 3.4
Persistent surveillance and reconnaissance with embedded 3.7 4.1
explanatory behavior-based sociocultural models

Visualization capabilities for multiple layers of data 3.2 3.6
Change detection, motion detection, backtracking capabilities | 3.6 4.1
Linguistic framing tools for coalition 3.2 3.6
messages to ensure intended effects

Crisis modeling assessment, response, and recovery— 3.6 3.8
tools that are culturally specific and sensitive

Dynamic data driven approach sensor 3.3 3.9
management, employment, and tasking tools

Non-lethal capabilities, including modeling of 3.3 3.8
crowd or individual responses and behaviors

Decision aids to provide crowd neutralization approaches 3.7 4.2
Technologies and tools for real-time monitoring 3.3 3.7
of team and organizational effectiveness

Capability to rapidly disseminate information 3.0 3.3
to the public via multiple media formats

PMESII data, models, and tools to sense 3.1 3.6
instability in a nation or region

Integration of static and dynamic sociocultural factors into 3.6 3.7
analysis and decision making (mapping agent traits)

Decision tools to support improved data acquisition, 3.3 3.7
dissemination of research results, and interactive,

incremental planning of civil-military operations

Systematic, quantifiable approach to representing the primary, | 3.7 4.3
secondary, and tertiary PMESII effects in IW modeling

Optimal integration of individual augmentees 3.7 3.9
into unit manning for team effectiveness

Integration of NGO and interagency capabilities 3.4 3.9
to achieve desired non-kinetic effects

Capabilities to rapidly develop effective teams 3.6 3.9

PROGRESS AND PROMISE
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Progress Capability

Agent-based simulation engine—distributed and high-
performance simulation engine that accommodates
multi-disciplinary models across the PMESII domains

3.8

41

Training

Training support for formal cultural and regional
education curricula and language skills, focusing on
potential adversaries and coalition partners

2.1

3.0

Adaptability training to support unique
operations (e.g., IW, COIN)

3.2

3.6

Effects-based operations education,
training, and simulation of leaders

3.4

3.8

Multi-national and interagency training curriculum
and support for individual, team, and unit training

3.0

3.6

New generation tools that are culturally sensitive for
understanding and responding to multi-dimensional
problems in insurgency, instability, irregular warfare

3.2

3.3

Training support for organizational and team dynamics

2.9

3.4

Enabling technologies for adaptive individual
education, training, and simulation

2.7

3.2
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APPENDIX D: ACRONYMS

AFOSR

Air Force Office of Scientific Research

AFRL

Air Force Research Laboratory

AFTC

Air Force Targeting Center

ARI

Army Research Institute

ARL

Army Research Lab

ARO

Army Research Office

ASD(R&E)

Assistant Secretary of Defense for Research and Engineering

BA

Budget Activity

BAA

Broad Agency Announcement

CADSIM

COA Analysis by Integration of Decision and Social Influence
Modeling with Multi-Agent System Technology

CISD

Computational and Information Sciences Directorate

CKC

Cultural Knowledge Consortium

COA

Course of Action

cocom

Combatant Command

COIN

Counterinsurgency

CRA

Charles River Analytics

CTTSO

Combating Terrorism Technical Support Office

DARPA

Defense Advanced Research Projects Agency

DDR&E

Deputy Director of Defense Research and Engineering

DIA

Defense Intelligence Agency

DIME

Diplomatic, Information, Military, and Economic

DISCCC

Defense Intelligence Socio-Cultural Capabilities Council

DoD

Department of Defense

DTRA

Defense Threat Reduction Agency

ERDC

Engineering Research and Development Center

FFRDC

Federally Funded Research and Development Center

FYDP

Future Years Defense Program

HADR

Humanitarian Assistance and Disaster Relief

HRED

Human Research and Engineering Directorate
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HS Col Human Systems Community of Interest

HSCB Human Social Culture Behavior

120 Information Innovation Office (DARPA)

ICEWS Integrated Crisis Early Warning System

ISR Intelligence, Surveillance and Reconnaissance
W Irregular Warfare

M&S Modeling and Simulation

MARCIMS Marine Corps Civil Information Management System
MASC Modeling and Analysis of Strategic Contexts
MISO Military Information Support to Operations
MURI Multidisciplinary University Research Initiative
NGO Nongovernmental Organization

NPS Naval Postgraduate School

NSF National Science Foundation

ONR Office of Naval Research

0SD Office of the Secretary of Defense

PE Program Element

PMESII Political, Military, Economic, Social, Infrastructure, and Information
POM Program Objective Memorandum

POR Program of Record

R&D Research and Development

R&E Research and Engineering

RDT&E Research, Development, Technology and Engineering
RH AFRL Human Effectiveness Directorate

S&T Science and Technology

SAF Semi Automated Force

SBIR Small Business Innovation Research

SCG Senior Coordinating Group

SES Senior Executive Service

SME Subject Matter Expert

SNARC Social Network Analysis Reachback Capability
SPG Strategic Planning Guidance
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SSTR Support to Stability Transition and Reconstruction
TPE Technical Performance Evaluation

TRAC TRADOC Analysis Center

TRADOC Training and Doctrine Command

UCAG User Community Advisory Group

USACE U.S. Army Corps of Engineers

USAFRICOM U.S. Africa Command

usD(l) Under Secretary of Defense for Intelligence
USD(P) Under Secretary of Defense for Policy

W-ICEWS Worldwide Integrated Crisis Early Warning System
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