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Executive Summary

Service-Oriented Architecture (SOA) practices are 
intended to create an agile, integrated informa-
tion technology (IT) infrastructure that is scalable, 
reliable, and can rapidly respond to an organiza-
tion’s changing needs by employing loosely coupled 
and dynamic services. An SOA approach enables 
business needs to drive an organization’s strategic 
IT decisions. As a result, SOA allows a business to 
become more effi  cient in meeting its current busi-
ness needs and more agile in meeting future (and 
possibly unknown) business needs. It is important 
to note, however, that an SOA is neither a panacea 
nor something that can be purchased. Th ere are 
challenges with employing SOA techniques eff ec-
tively, some of which are explored in this paper.

Given the anticipated benefi t of delivering business 
and operational value (e.g., cost savings, improved 
business processes, increased accessibility to infor-
mation), SOA has become a high-priority focus area 
for the Federal Government. As the various organi-
zations in the Government research adopting SOA, 
they oft en struggle with fundamental questions:

• Why should we adopt an SOA approach for our 
IT portfolio? Is an SOA the best approach for 
our organization?

• What are the inhibitors to an SOA approach? 
What causes the failure of SOA initiatives and 
how do we avoid these pitfalls?

• How do we know if we are implementing an 
SOA correctly? Th e SOA approach is broad 
and can be implemented with many tools, 
standards, and commercial products. What are 
the engineering-related tradeoff s of the various 
approaches?

• What results should we expect from imple-
menting an SOA? A clear defi nition of success 
is necessary to set the expectations of the SOA 

initiative, relate them to the organization’s busi-
ness goals, and use them in determining the 
strategic benefi t of the investment. What set of 
metrics are necessary to quantify the results of 
an SOA initiative?

As the Federal Government starts to evolve their 
architectures to a service orientation on a large 
scale, project leaders within the Government will 
look for the lessons learned by the IT industry and 
Government organizations regarding governance 
and technology. Th e practical experiences that 
clearly demonstrate the benefi ts of an SOA approach 
will continue to emerge.

Th is paper documents a variety of best practices and 
key characteristics of successful SOA implementa-
tions based on the authors’ analysis of SOA case 
studies and industry reports. Ten emerging best 
practices for successful SOA implementations from 
industry are included below.

Determine if an SOA is the best approach—It 
is important to realize that an SOA is not always 
applicable for business and technical reasons. 
Furthermore, even if an SOA approach is adopted 
as an architectural pattern, particular standards 
are better suited for certain situations than others. 
Some aspects of an enterprise SOA deployed on the 
network using contemporary Web Service standards 
are not well suited for certain types of systems (e.g., 
real-time components). Some of these constraints 
are unique to contemporary SOA (e.g., TCP/IP 
transport underlying Web Services) and some are 
inherent to all distributed systems on the network 
(e.g., security and network latency). While it is pos-
sible to engineer around many of these challenges, 
the further the architecture moves away from 
commercial and contemporary SOA standards, the 
greater the cost. In addition, the program will be less 
likely to realize the benefi ts of SOA.
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Start SOA activities with the focus of solving 
business and operational challenges—When used 
properly, an SOA enables business goals to drive 
IT decisions. SOA eff orts that are purely focused 
on meeting policy requirements or implement-
ing the underlying technology without a focus on 
business processes may fail. Th is focus on business 
processes can lead to the consolidation of services 
and the infrastructure through reuse, increased 
business agility gained from implementing business 
processes that are composed of services, and easier 
integration of new and legacy systems to compose 
business processes.

Employ services to support key business process 
steps—Most Government organizations typically 
build their own organization-specifi c capabilities 
to meet their needs, which oft en leads to redun-
dancy, increased costs, and interoperability issues. 
By focusing on business process steps, which are 
reused across the enterprise, the reuse of services 
becomes a natural outcome of the architecture. 
Th ese step-based business process services enable an 
organization’s needs to be reliably met by another 
organization’s capabilities. Key factors in developing 
services include identifying the right services to sup-
port business process steps, loose coupling, making 
services visible to consumers and developers, and 
establishing contracts between service providers and 
the services’ consumers (i.e., the users).

Examine your data, realizing that SOA does not 
solve data problems and it may expose them1—
Th e fl exibility of SOA in decoupling applications 
from data may expose issues with data quality, 
ensuring data availability, and the semantic dif-
ferences of data. In the end, shared services share 
data; unless providers and consumers agree on the 
data that constitutes the payload of a service, shared 
services will not be possible. When deploying an 
SOA, it is best to keep a focus on data, paying special 
attention to the governance for maintaining data 
quality, maximizing data availability by tracking 
data management issues associated with service-
level agreements (SLAs), defi ning a common data 
or abstraction layer, and focusing on mappings 
between internal schemas and a common vocabu-
lary across the community. Commercial-off -the-
shelf (COTS) tools may facilitate these eff orts.

Start small, learn, and evolve—Employing the 
“big bang” approach to SOA adoption is unlikely to 
be successful, due to the lack of knowledge within 

an organization about how to do it right the fi rst 
time, and the varying levels of maturity and growth 
patterns in diff erent parts of the organization. While 
the nature of Federal Government acquisitions 
pushes us toward large projects, the focus should 
be on small, incremental releases. SOA initiatives 
should begin by addressing a real business prob-
lem, focusing on piloting the architecture, ensuring 
clearly defi ned success criteria exist, and capturing 
the lessons learned to educate the enterprise and 
improve future SOA implementations. Narrowing 
the initial scope of an SOA implementation to one 
or two business processes will help keep it to a man-
ageable and realistic size. Th is strategy will reduce 
the time it takes an organization to realize value 
from its SOA investment. 

Have a long-term vision—It is natural to focus on 
employing an SOA approach to satisfy a particular 
business need for a certain set of customers, but it 
is impossible to fully anticipate future users or their 
needs. An SOA implementation that is scalable and 
capable of expanding in scope and requirements 
will ensure it meets future and unanticipated needs. 
Considerations include monitoring the services, 
ensuring scalability of the infrastructure and ser-
vices, developing an appropriate testing strategy, 
building security that is scalable at the enterprise 
level, and establishing a governance framework.

Ensure governance is a key component of the 
SOA—SOA techniques can be applied to individual 
projects, but the changes necessary for an enter-
prise-wide adoption can only be achieved by putting 
the right policies and processes in place to bridge 
the enterprise architecture (EA) with the business 
strategy. Governance is an essential element of an 
SOA; it creates, communicates, and enforces poli-
cies, defi nes roles and responsibilities, and aligns 
IT investments with business goals. Furthermore, 
lessons learned can help evolve the governance strat-
egy. Some examples of key performance indicators 
to measure the eff ectiveness of governance include 
the number of applications using shared services, 
compliance with key aspects of a reference archi-
tecture, and adoption of enterprise standards. Solid 
governance is essential to establishing trust.

Integrate security throughout the SOA lifecycle—
Information sharing is enabled by protecting and 
securing the information being shared using an 
SOA.2 Th is security challenge can be successfully 
conquered by dividing it into three major areas and 
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systematically tackling each one: empowering unan-
ticipated users (if SOA will be used to implement an 
information sharing strategy that requires access 
privileges for unanticipated users), establishing trust 
across organizational boundaries, and mitigating 
newly exposed vulnerabilities. Federal leaders and 
security architects may need to establish enterprise-
wide authentication and authorization mecha-
nisms to support access by unanticipated users. 
Attribute-based access control and other modern 
security techniques can be leveraged to provide this 
capability. 

Th e successful implementation of an SOA requires 
that the right security mechanisms are applied to 
the right services. Also, security should be balanced 
with other considerations, such as performance and 
scalability. 

Set your expectations on the return on invest-
ment of implementing an SOA—One motiva-
tion for moving to an SOA is the promise of cost 
reduction. While cost savings can be a realistic 
expectation, an organization should expect upfront 
costs when using SOA techniques for the fi rst time. 
Th ese upfront costs can be due to the learning curve 
associated with implementing a new approach, the 
lack of technology skills and familiarity, the lack of 
mature industry standards, and limited user enter-
prise management abilities. Cost savings may occur 
at the enterprise-level eventually, but not necessarily 
at the project level. Furthermore, cost savings is not 
always the primary objective. Another motivation 
for moving to an SOA is the ability to rapidly deploy 
capabilities. For example, in the DoD, the fl exibility 

derived from SOA implementations can acceler-
ate the deployment of urgently needed capabilities 
to warfi ghters, resulting in more eff ective mission 
executions and possibly saving lives. 

Examine an SOA approach as part of a net-
worked enterprise—Th e ability to leverage IT 
resources across the network to adapt to evolving 
requirements and to rapidly deliver new function-
alities to meet users’ needs is at the core of a net-
worked enterprise. SOA practices can help realize 
this vision by establishing shared services and 
service composability; however, to support these 
goals, the Federal Government must put in place the 
appropriate governance (i.e., establish and enforce 
policies on how services are developed, made avail-
able, secured, operated, and used by the enterprise). 
Furthermore, the Federal Government should focus 
on establishing trust, in addition to the fi nancial 
and organizational aspects of governance within a 
networked enterprise.

Th e SOA best practices described above are intended 
to serve as a baseline for successful SOA implemen-
tations. Th ey illustrate that an SOA is more than a 
system or soft ware architecture; SOA changes the 
character and agility of the underlying IT infra-
structure that is available to an organization’s senior 
leadership team and decision makers. While tech-
nology is a key part of employing SOA techniques, 
other IT management issues (e.g., changing the 
organization’s culture toward providing and con-
suming services and implementing eff ective gover-
nance processes to continually align the IT portfolio 
with business requirements) are equally important.

For more information on SOA, see http://www.mitre.
org/soa.

http://www.mitre.org/soa
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A Perspective on Emerging 
Industry SOA Best Practices

Larry Pizette
Salim Semy
Geoffrey Raines
Steve Foote

THE BIG PICTURE: SOA best practices are intended to create an agile, integrated information technol-
ogy infrastructure that’s scalable, reliable, and can rapidly respond to an organization’s changing needs 
by employing a portfolio of loosely coupled and dynamic services. SOA, however, is not a panacea. As 
with any large-scale systems integration effort, there are challenges with employing SOA techniques 
effectively.

Introduction

SOA practices are intended to create an agile, inte-
grated information technology (IT) infrastructure 
that is scalable, reliable, and can rapidly respond 
to an organization’s changing needs by employ-
ing loosely coupled and dynamic services. An 
SOA approach enables business needs to drive an 
organization’s strategic IT decisions. As a result, 
SOA allows a business to become more effi  cient in 
meeting its current business needs and more agile 
in meeting future (and possibly unknown) business 
needs. It is important to note, however, that an SOA 
is neither a panacea nor something that can be pur-
chased. Th ere are challenges with employing SOA 
techniques eff ectively, some of which are explored in 
this paper. 

Given the anticipated benefi t of delivering business 
and operational value (e.g., cost savings, improved 
business processes, increased accessibility to infor-
mation, etc.), SOA has become a high-priority 
focus area for the Federal Government. As various 
Government organizations consider adopting an 
SOA approach, they are likely to struggle with a few 
fundamental questions.

• Why should we adopt an SOA approach for our 
IT portfolio? Is an SOA the best approach for 
our organization?

• What are the inhibitors to an SOA approach? 
What causes the failure of SOA initiatives and 
how do we avoid these pitfalls?

• How do we know if we are implementing an 
SOA correctly? Th e SOA approach is broad 

and can be implemented with many tools, 
standards, and commercial products. What are 
the engineering-related tradeoff s of the various 
approaches?

• What results should we expect from implement-
ing an SOA? A clear defi nition of success is neces-
sary to set the expectations of the SOA initiative, 
relate them to the organization’s business goals, 
and use them in determining the strategic benefi t 
of the investment. What set of metrics are neces-
sary to quantify the results of an SOA initiative?

As the Federal Government starts to evolve their 
architectures to a service orientation on a large 
scale, project leaders within the Government will 
look for the lessons learned by the IT industry and 
Government organizations regarding governance 
and technology. Th e practical experiences that 
clearly demonstrate the benefi ts of an SOA approach 
continue to emerge, so the established best practices 
are also evolving.

Objective—Th is paper documents a variety of best 
practices and the key characteristics of successful 
SOA implementations based on the authors’ analysis 
of SOA case studies and industry reports. It docu-
ments a set of emerging best practices for organiza-
tions considering adopting an SOA-based approach. 
It also provides insight to the key issues and poten-
tial pitfalls that need to be addressed as an organiza-
tion considers implementing an SOA.

Th is paper presents ten emerging best practices that 
the authors believe are necessary to successfully 
implement an SOA based on collective experiences 
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gathered from the commercial sector. Th roughout 
the paper, the authors emphasize that an SOA 
is more than a system or soft ware architecture; 
an SOA changes the character and agility of the 
underlying IT infrastructure that is available to an 
organization’s senior leadership team and decision 
makers. Th us, while technology is a key part of 
implementing an SOA, other IT management issues 
are equally important, such as changing the orga-
nization’s culture toward providing and consuming 
services and implementing eff ective governance 
processes to continually align the IT portfolio with 
business requirements. 

Th e paper discusses many aspects of SOA, identifi es 
the major considerations for each best practice, and 
provides references to substantiate the conclusions.

Intended audience—Th is paper is intended 
to be used by MITRE’s engineers and Federal 
Government leadership. Th is knowledge is intended 
to be leveraged, providing a starting point for devel-
oping more tailored guidance for domain-specifi c 
challenges. To ensure that this paper continues to 
accurately capture the emerging best practices of 
successful SOA implementations, the content will 
continue to evolve. As MITRE’s engineers develop 
new best practices and as industry makes advances, 
the authors plan to update the content of this paper. 
Th e authors welcome your feedback and contribu-
tions for future editions of this paper.

Determine If SOA Is the Best Approach

While SOA can provide the benefi ts of reuse, agility, 
and loose coupling, these benefi ts are not always 
the soft ware architect’s fi rst priorities. For example, 
when designing real-time systems, as performance 
requirements become constrained to seconds or 
milliseconds (e.g., fl ight safety systems, communica-
tion systems), soft ware application design decisions 
should be based on the required system perfor-
mance. In general, this leads to tighter coupling 
between system components to ensure the predict-
ability and reliability of all aspects of the system. 
Oft en real-time system implementations are largely 
custom-designed to suit particular performance 
requirements, and they are not good candidates 
for general enterprise service reuse. Furthermore, 
the benefi ts of agile composition tend not to apply 
in real-time systems. Changes to these systems are 
tightly controlled to meet key mission requirements. 

Distributed architectures—Under constrained 
networks, a distributed system may not be the best 
solution. Many of the issues that are frequently 
associated with contemporary SOA technologies are 
inherent to distributed systems and are not specifi c 
to SOA (e.g., security constraints with open ports, 
timing delays with network communication, etc.). 
Distributed architectures, including distributed SOA 
implementations, work best when the underlying 
network is robust, reliable, and available. Th e net-
work should be suffi  cient in facilitating communica-
tion between the various components of the system. 
Th ere are several characteristics that defi ne the qual-
ity of the network, including bandwidth, reliability, 
and connectivity; defi ciencies in any characteristic 
can make it very diffi  cult to invoke services across 
the network. Any constraints placed on the network 
limit the eff ectiveness of the distributed system.

Web Service implementation—Th e benefi ts of 
industry standards and supporting tools make Web 
Services an appealing approach to implement an 
SOA. Contemporary technologies and standards for 
Web Services include SOAP,3 a common extensible 
markup language (XML) messaging protocol; Web 
Services Description Language (WSDL), a standard 
XML-based description of service interfaces; and 
Universal Description, Discovery, and Integration 
(UDDI), a universal directory for discovery and 
invocation of services. While Web Services are 
prominent in many SOA implementations, they are 
not ideal under all circumstances due to the over-
head of SOAP messages and the need for open ports.

Start SOA Activities with the Focus of Solving 
Business and Operational Challenges

Th e SOA approach enables business needs to drive 
IT decisions. SOA provides organizations with the 
ability to organize and use distributed capabilities 
(i.e., services) that may be controlled by diff erent 
stakeholders,4 enabling them to become more:

• Eff ective in meeting current business needs 
• Capable of meeting future (or currently 

unknown) business needs

As reported by ZapTh ink, organizations that 
adopted SOA experienced the time- and cost-
savings benefi ts from the consolidation of services 
(i.e., shared services), improved fl exibility in rapidly 
responding to new business needs (i.e., business 
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agility), and the streamlined 
integration across systems 
(i.e., simplifi ed integration).5 
To reap these benefi ts, 
an SOA implementation 
should focus on addressing 
business problems rather 
than focusing entirely on 
technology or Web Services. 

SOA eff orts that do not 
focus on solving busi-
ness problems are oft en at 

risk of failing. For example, if SOA techniques are 
employed purely to meet policy requirements, it 
oft en leads to a minimal eff ort implementation, or 
just enough to “check the box,” and it can deviate 
from the business focus. For this reason, if policy is 
the primary driver of deploying an SOA, the organi-
zation should rethink their motivations.

A successful SOA deployment is about more than 
technology. Projects oft en declare SOA implemen-
tations successful aft er they provide Web Service 
interfaces for their existing systems. Wrapping 
systems with Web Service interfaces alone does not 
result in an SOA implementation, and it does not 
provide major benefi ts to the overall business. While 
common practice, it is not necessary to use Web 
Service technology to implement an SOA. Aberdeen 
Group’s research points out that only about 50 per-
cent of SOA initiatives at best-in-class companies are 
Web Service-based.6

Organizations will see the benefi ts of shared ser-
vices, business agility, and simplifi ed integration if 
their SOA adoption strategies are motivated by, and 
aligned to, resolving business problems.

Shared services—SOA enables organizations to 
benefi t from reuse by consolidating existing ser-
vices or by updating existing services to deliver new 
functionalities. Fundamentally, it is the reuse of 
business process steps that drives the reuse of ser-
vices. Th is reduces the overhead cost of maintaining 
redundant services, and it promotes effi  ciency (i.e., 
time and cost savings) in developing a new busi-
ness process. Th is is not an instantaneous process; it 
involves maturation over a number of stages, from 
improvements in implementing local best practices 
to shared service economies of scale. IBM’s Shared 
Service Maturity Matrix7 allows organizations to 
characterize their shared services environment. 

IBM’s analysis of the private sector indicates that the 
full benefi t of shared services is only achieved in the 
fi nal stage, but incremental progress through the 
intermediate stages can derive partial benefi ts.

One example of service consolidation is Verizon.8 
Looking to reduce ineffi  ciencies in soft ware develop-
ment, Verizon focused on the 250 most important 
business transactions that the company performed, 
such as determining customers’ credit histories and 
looking up customer information. On average, each 
transaction had been deployed fi ve to 25 times. Th is 
duplication decreased the productivity of develop-
ers and created unnecessary ongoing maintenance 
costs. Verizon developed and institutionalized 
shared, reusable Web Services internally and exter-
nally with telemarketing partners to exchange cus-
tomer data. Within a year of becoming operational, 
this consolidation eff ort helped Verizon cut their IT 
budget in half by eliminating the redundant systems 
they had inherited from the merger of Bell Atlantic 
and GTE.

Another example of service consolidation is 
Guardian Life Insurance. 9 Faced with the problem 
of multiple application silos with little attention to 
business goals or reuse, they employed an SOA to 
make the disparate technologies across the silos 
work together, focusing their IT eff orts on devel-
oping new applications rather than reworking old 
ones, and leveraging their investments in legacy 
systems. Th e SOA implementation was aimed at 
modernizing the administration of three systems: 
benefi ts, claims processing, and policyholder 
administration. Within 28 months of their SOA 
implementation, Guardian Life Insurance developed 
about 60 services, 50 of which were used by all three 
systems, resulting in a 30 percent savings in their 
application development budget.

Two additional case studies that demonstrate the 
value of an SOA approach that is based on shared 
services include Countrywide Financial10 and 
Standard Life Group.11

Business agility—SOAs are designed to allow 
existing IT assets to be leveraged more eff ectively 
and to provide agility in developing new business 
processes through common interface standards 
and composition of services. Th e term “service 
orchestration” refers to composing reusable and 
newly developed services to support business pro-
cesses. Implementing business processes as a set of 

SOA efforts that 
do not focus on 
solving business 

problems are 
often at risk 

of failing.
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composed services allows the organization to con-
tinuously utilize IT assets for the most critical busi-
ness drivers, which increases the responsiveness of 
their IT in meeting new business needs. Th is leads 
to developing more business capabilities quickly at 
a lower cost, and the ability to absorb and integrate 
new business partners.

ING Card employed an SOA when they built an 
application for their customers, enabling it to link to 
new websites, implement new product features, and 
maintain credit scoring rules easily and quickly.12 

Th e agility they achieved from the SOA approach 
allowed them to provide these capabilities to cus-
tomers in multiple countries. Th is oft en involved 
customizing processes, products, and credit scoring 
for each country. ING Card achieved this agility 
with a layered architecture by employing a service 
concept and by parameterizing some of the business 
soft ware.

British Telecom is another case study that demon-
strates the value of an SOA based on business agility.13

Simplifi ed integration—SOA enables integration 
by abstracting the service implementation behind 
the interface that is used to invoke the service. 
Contemporary SOA implementations frequently use 
standards-based interface components, removing 
the need for developers to understand the underly-
ing technologies used by the individual services. 
Th is standardization makes IT more fl exible; stan-
dard interfaces enable services to be composed as 
business processes that can be reused. Th e increased 
fl exibility and simplicity enables companies to be 
more effi  cient in their integration eff orts for both 
modernized and legacy applications.

Merrill Lynch developed a Service-Oriented Legacy 
Architecture (SOLA) to reuse their multi-billion 
dollar investment in legacy systems in their newer 
distributed systems.14 Since the majority of Merrill 
Lynch’s business runs on mainframe systems, it was 
imperative that they incorporate these systems as 
part of their SOA initiative. Th eir SOLA helped them 
take a holistic approach to incorporating legacy sys-
tems into their SOA environment. Merrill Lynch’s 
SOLA, which exposed 420 customer information 
and control system applications as Web Services, 
resulted in a ten-fold improvement in performance 
time and the number of transactions that could 
be processed. Processing about two million Web 
Service transactions daily, Merrill Lynch estimated 

a savings of $500,000 to $2 million per application 
through cost avoidance and direct savings.

Other case studies that demonstrate the value of 
an SOA based on a simplifi ed integration objective 
include Transamerica Life Insurance,15 Sony Pictures 
Entertainment,16 and eBay.17

Employ Services to Support Key Business 
Process Steps

Commercial and Government organizations 
typically create IT capabilities that meet their own 
specifi c needs and requirements. For large organiza-
tions, this can result in unintended ineffi  ciencies, 
including the following:

• Redundancy: Multiple projects re-creating the 
same or similar functionality.

• Increased operational costs: Each redundant 
capability may be managed and maintained 
separately, which leads to increased long-term 
sustainment costs.

• Interoperability issues: Integration across the 
enterprise becomes more challenging when 
implementations use a variety of standards and 
commercial products.

For the Federal Government, the Offi  ce of 
Management and Budget (OMB) spent consider-
able time working on the issues listed above and put 
processes in place to reduce redundant IT portfolios. 
For example, many Enterprise Architecture (EA) 
requirements for Exhibit 300 described in the OMB 
document “Planning, Budgeting, Acquisition, and 
Management of Capital Assets,” have these goals in 
mind. Th e purpose of Exhibit 300 is to coordinate 
OMB’s eff orts to collect agency information for 
Congressional reports, and to ensure that business 
cases for investments are tied to the mission state-
ments, long-term goals, and objectives. In essence, 
it is used to ensure that a strong business case is 
provided prior to all IT investments.18

Contemporary SOA approaches facilitate a reduc-
tion in an organization’s IT portfolio redundancy by 
providing key capabilities that are commonly used 
across business processes as services (e.g., validating 
a credit card service), making them readily available 
to users across the enterprise. By focusing on business 
process steps that are used across the enterprise, the 
reuse of services becomes a natural outcome of the 
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architecture. Once a capability is off ered for reuse, an 
organization’s needs may be met by the capabilities 
that are off ered by another organization.

Identifying the right services—It is imperative that 
services be specifi ed at the right level of the business 
process (i.e., the breadth of functionality provided 
by the service) so they can easily be mapped to 
business process steps. As ZapTh ink points out, 
organizations must size their services correctly 
to maximize reuse and minimize unnecessary 
expenses.19 Th is design eff ort entails focusing on 
business requirements, identifying business prob-
lems of the right size (i.e., a subset of the business 
requirements that still provide value to the busi-
ness), and appropriately scoping both service and 
infrastructure development. Articulating a business 
problem includes clearly documenting the chal-
lenges, identifying the potential opportunities and 
risks associated with the problem, and determining 
the costs associated with solving the problem. To 
demonstrate the business value of employing SOA 
techniques early, business analysts should focus 
on a subset of the business problem that delivers 
optimal business value with limited risk and can 
be addressed within a short duration (e.g., six- to 
nine-month timeframe). Services should also be 
appropriately specifi ed so they can be reused and 
orchestrated with other services.

Abstraction and loose coupling—Th e engineering 
concept of abstraction is at the core of the services 
approach. Th e detailed steps to fulfi ll the service are 
only known by the service provider; the soft ware, 
databases, languages, and central processing units 
running the service are hidden. Th e service con-
sumers only see the service interface, which enables 
them to ask for, or to invoke, each service.

Abstraction can occur in several ways. For existing 
legacy systems, developers can build service wrap-
pers for existing code, which hides the legacy system 
behind a contemporary Web Services interface. 
Similarly for new services, the developers can create 
soft ware services using contemporary Web Service 
standards. In either case, abstraction makes service 
consumers blind to the implementation technology 
used by service providers. It promotes loose coupling 
between service providers and service consumers, 
enabling organizations to absorb and integrate new 
business partners and customers more easily than 
traditional point-to-point integration. Abstraction 
introduces simplicity for the consumer and provides 

the service provider with the fl exibility to implement 
the service in a manner that suits their environment.

Th ere may be particular circumstances, however, 
where tight coupling is a valid approach. Phil 
Wainewright explains that “tight coupling is still 
very important when your process is very stable and 
you want maximum operational performance …
loose coupling comes into play when you want 
fl exibility.” 20 Even when tight coupling is required, 
the engineer can make every attempt to localize 
and isolate tight coupling so as to not unnecessarily 
constrain overall system interactions.

Making services visible—As highlighted by Luc 
Clement, “if users cannot easily fi nd business ser-
vices, the promise of SOA is largely lost. If developers 
cannot readily fi nd and reuse services, they essen-
tially don’t exist.” 21 A key aspect of emphasizing 
visibility is making service descriptions available to 
support visibility, accessibility, and understandability. 
Furthermore, as Clement explains, a platform-neu-
tral, standards-based registry that publishes busi-
ness services is an essential part of service visibility. 
Publishing service descriptions and policies to a 
registry serves as a system of record for an SOA, and 
it supports management and oversight of the services.

It is unlikely that real-time discovery of services 
unknown to the consumer will have a signifi cant 
impact in the Federal space in the near term, given 
issues of trust, security, and reliability. During the 
development phase, there is suffi  cient time to inves-
tigate the service off ering, establish a trusted rela-
tionship, agree to a service-level agreement (SLA), 
and perform testing as needed. During execution of 
an operational work fl ow, there usually isn’t suffi  -
cient opportunity to perform these activities in real 
time.

Establishing contracts between service providers 
and service consumers—Th e autonomous nature 
of service providers and service consumers neces-
sitates establishing contracts to manage expecta-
tions. Th ese contracts, oft en referred to as SLAs, are 
defi ned by Gartner as “the contracted measures the 
service recipient will use to accomplish its key busi-
ness objectives. Th is agreement sets service provider 
and recipient expectations, describes the products or 
services to be delivered, identifi es contacts for end-
user problems, and specifi es the metrics by which 
the eff ectiveness of service activities, functions, and 
processes will be measured, examined, changed, and 
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controlled.” 23 SLAs are essential to delivering ser-
vices. Realistic SLAs, adherence to agreements, and 
incentives are necessary to ensure that consumers’ 
needs are satisfi ed. A sample SLA template, provided 
by Gartner, is shown in Figure 1.

Examine Your Data, Realizing That SOA Does 
Not Solve Data Problems and May Expose 
Them24

David Linthicum explains that since data is the 
most important component of SOA, it is important 
to think about how it is managed.25 Decoupling 
applications from data is one way SOA enables 

fl exibility in IT to better support business processes. 
Th is allows data services to be created and makes 
data more widely accessible by other applications 
and services within and outside an organization. 
Implementing an SOA by itself does not solve data 
problems. While SOA makes data more accessible, 
it might still be unusable due to data quality, avail-
ability, and diff erences in community vocabularies. 
For example, community agreement on vocabulary 
can facilitate the movement away from point-to-
point interfaces toward “publish once/subscribe 
everywhere” interfaces. Insuffi  cient attention to data 
may compromise the value achieved from an SOA 
implementation.

Section Description

Executive 
summary

This is a summary section describing the general purpose of the document to meet or exceed the service-
level measurements that are mutually agreed on. This should include the purpose of the document and the 
duration of the agreement. It should defi ne the stakeholders or ownership for the service-levels agreed on 
within the enterprise and the scope of the areas that are included.

Description 
of the 
services

Within this section is a detailed description of each of the services and the committed performance levels 
associated with them.

Service-level 
management

Numerous processes need to be documented regarding the management of service-levels, including 
measurement tracking and reporting, business continuity, problem escalation guidelines, service/charge 
requests, new services implementation, approval process, and the service-level review process

Service-level 
defi nitions

For each functional area, a minimum number of key SLAs should be included. A sample of the description of 
the data points that should be prepared for each SLA are:

Defi nition: The key business service (function/process/procedure) that is being measured, reported, and 
continuously improved.

Measurement time frame: The days, dates, and times when the defi ned SLA is to be measured, usually 
indicating the inclusion or exclusion of recognized national holidays.

Assumptions/responsibilities: Statement of specifi c requirements that must be met by the IS organization 
and business units to remain in compliance with the SLA.

Service-level metric: Relevant measurement of required work performed by the IS organization. Although 
these service-levels are commonly measured in percentage terms, IS organizations need to design 
pertinent measurements that can be expressed in terms of business performance.

Measurement formula: Description of mathematical formula and example.

Reporting measurement interval period: Reporting period for measurement that determines exceeding, 
meeting, or not meeting target SLAs.

Data sources: Location(s) from where data is collected, including a description of what is collected, where it 
is collected, how it is stored, and who is responsible for it.

Escalation activity: Describes who is notifi ed and under what conditions as out-of-compliance situations 
occur, including day-to-day and measurement period out-of-compliance situations.

Escalation management: Identifi es to whom the out-of-compliance activities are forwarded on recognition.

Contractual/exceptions/penalties/rewards: Describes, and refers to, any contractual exceptions, penalties, 
and rewards that are included in the contract.

Reward/penalty formula: Description of mathematical formula and example.

If the enterprise employs severity or priority codes, generally they would be described within this section. 

Appendixes Appendixes are used to include additional information that might be relevant to the agreement, such as the 
hardware and software supported.

Figure 1. SLA Template22
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Data semantics—Semantic interoperability is 
essential to a successful SOA approach because it 
enables service providers and consumers to exchange 
information.26 Without semantic agreement, data is 
exchanged without consistent meaning, which leads 
to misinterpretation and data corruption, causing 
the data to become unusable. Two approaches that 
address this problem are defi ning a common schema 
for widespread use across an organization’s services, 
and allowing providers and consumers of services to 
individually reconcile semantic diff erences. Th e com-
mon schema approach can be challenging to imple-
ment because it requires a unifi ed agreement across 
a large organization. Th e second approach results in 
tightly coupling data representation with services, 
which jeopardizes the agility provided by service 
orchestration. Addressing data semantic interopera-
bility issues eff ectively is likely to require an approach 
somewhere between these two solutions.

Microsoft  Corporation’s Pat Helland distinguishes 
between data inside and outside the service bound-
ary,27 explaining that the data outside a service 
that is sent between services as messages must be 
defi ned in a way that is understandable by both 
the sending service and the receiving service. 
Th is should be the focus of semantic integration. 
Defi ning data loose couplers (i.e., the minimal set 
of agreements on data to facilitate translation across 
vocabularies) will help with semantic integration of 
data outside the service boundary.

Th e inconsistencies between the producer and con-
sumer vocabularies could be addressed by develop-
ing a common vocabulary. Th is shared vocabulary 
could be used to help expose and interchange data 
between providers and consumers. While it is 
impossible to identify all potential consumers of a 
service, or to agree on a single vocabulary shared 
by all users, a common vocabulary would allow 
new consumers to understand data semantics and 
representation and align their vocabulary accord-
ingly. As an example, the DoD has promoted the 
establishment of Communities of Interest (COIs) as 
part of their Net Centric Data Strategy to develop a 
common vocabulary within a COI.28

Data quality—Many Federal agencies employing 
an SOA to bridge multiple incompatible systems fi nd 
that data quality issues can seriously undermine the 
value of an SOA.29 From a data provider perspective, 
exposing data via services may reveal internal data 

issues, including redundant, 
inconsistent, or stale data. 
While traditionally hid-
den and accounted for by 
tight data and application 
coupling, data quality issues 
may be exposed through 
the loose coupling of data 
and applications associated 
with SOA. Delivering a 
high-quality SOA requires 
high-quality data. Without 
quality data, SOA is just an 
effi  cient way to share poor-
quality data.

As the Federal Times points 
out, data governance is 
critical to maintaining 
quality data.30 Data governance includes procedures, 
policies, standards, and technologies to manage 
the availability, quality, consistency, and security 
of data. Furthermore, an SOA data strategy should 
include establishing a centralized enterprise data 
management function to treat data as an enterprise 
asset,31 and focus on establishing the roles and 
responsibilities of particular data management. 

Data availability—One inherent characteristic of 
an SOA is the ability to provide distributed services 
over a network that supports a heterogeneous, and 
perhaps unpredictable, set of service consumers. 
Th e unpredictable nature of consumers and the 
network over which the services operate make eff ec-
tive data management and scalability an important 
aspect of SOA.

To help address data problems and to ensure a man-
ageable scope, it is important to prioritize which 
data is exposed and to understand how it provides 
business value. Furthermore, it is important to 
ensure that underlying capabilities and processes 
exist to support data availability (e.g., scalable data 
replication and management infrastructure) and 
quality (e.g., data governance) because manag-
ing data accessibility for countless consumers can 
become overwhelming.

As David Linthicum pointed out, SOA projects 
should start with data because those that start with 
services must oft en redesign and redefi ne services 
aft er they fi gure out their data layer, which can sig-
nifi cantly change the initial services. 32

An SOA 
data strategy 

should include 
establishing 
a centralized 

enterprise data 
management 

function to 
treat data as an 

enterprise asset.
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Start Small, Learn, and Evolve

Inappropriate scoping is oft en a primary cause of 
failure for an SOA project (i.e., employing a “big 
bang” approach).33 Since SOA is an aspect of enter-
prise architecture, architects oft en seek to make their 
initial SOA adoption an enterprise-wide eff ort, even 
when it is not justifi ed by a business case. Such an 
approach, with a complete infrastructure overhaul 
and replacement of all existing systems at once, 
is unlikely to result in a successful SOA. It is also 
unlikely that an organization will have all of the 
knowledge up front on how to adopt an SOA within 
their organization or to do it right the fi rst time. 
Furthermore, as organizations grow and become 
more distributed, as in the case of Countywide 
Financial,34 each business unit is faced with dif-
ferent growth patterns and technology lifecycles. 
Implementing a successful company-wide SOA 
across these heterogeneous environments at once 
is not possible. SOA adoption is an iterative process 
that takes time and requires education across the 
enterprise.

With SOA, it is best to start small, learn, and then 
evolve. An incremental approach allows lessons 
learned to be collected before adopting an SOA in 
a large way; it minimizes business risks and allows 
returns to be realized incrementally. However, when 
scoping SOA eff orts, it is important to address a 
meaningful business problem, focus on piloting the 
architecture, clearly state the desired outcome and 
measures of success, and capture lessons learned, 
which can be leveraged in future eff orts. 

Address a real business problem—While it is 
important to start small, it is also important to start 
an SOA project by addressing a problem that, when 
resolved, will make a diff erence. A well-scoped SOA 
project is usually a sign that the organization is 
focusing on a meaningful business problem, resolv-
ing it in a service-oriented way, and learning lessons 
about best practices and potential pitfalls to inform 
future SOA eff orts. Focusing on problems that 
address a high-value business need or pain points 
will help the SOA eff ort be successful and expand 
across the enterprise.

To identify a business problem that can be resolved 
by implementing an SOA, it is important to under-
stand and articulate the organization’s business 
goals. Th is approach helps focus the SOA eff ort on 
key business processes, which can subsequently be 

analyzed and decomposed to develop specifi cations 
for services. Th is process underscores the impor-
tance of collaboration between IT and business. 
For example, to support business-based SOA, IBM 
developed a business-driven development approach, 
which is a role-based business process for develop-
ing SOA solutions.35 It stipulates the collection of 
requirements and the capture of business processes 
written by business analysts. Th e resulting process 
models and artifacts are then used by architects to 
design systems, by developers to develop services, 
by integration developers to implement service fl ow 
and deployment, and by the quality assurance team 
to use in their testing eff orts.

Pilot the architecture—ZapTh ink identifi ed one 
common SOA pilot pitfall as the desire to build 
new functionality that resolves a particular busi-
ness problem, which focuses heavily on the new 
functionality or the development of standards-based 
interfaces rather than the architecture.36 Th e SOA 
approach is about developing an architecture that 
provides a comprehensive, high-level plan for how 
business interacts with IT. Specifi cally, SOA should 
help a company build IT that can respond to unpre-
dictable changes in the needs of the business or 
users. Implementing an SOA is largely about fi gur-
ing out how to identify the right services at the right 
level of granularity37 so they map to business process 
steps, determining which services can be reused, 
and assuring loose coupling through contracted 
interfaces and policies.

Identifying the right services oft en takes consider-
able time and is likely to be the most diffi  cult and 
important step in the successful deployment of an 
SOA. Shanxi Mobile used IBM’s Service-Oriented 
Modeling and Architecture model,38 employing 
both a top-down process to think about the changes 
to business processes that must take place in concert 
with bottom-up thinking about infrastructure.39 
One business application took two months to 
identify the fl ows and services, fi ve months for the 
specifi cation and related fl ows, and one month for 
the realization. Refi ning the process is important to 
a meaningful SOA deployment. 

In practice, an SOA pilot will focus on more than 
architecture. SOA should be validated with a work-
ing implementation, which involves developing new 
functionalities and upgrades for the infrastructure. 
Shanxi Mobile incorporated an Enterprise Service 
Bus (ESB) into their infrastructure to allow them to 
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make the connection between the top-down business 
process and bottom-up system component perspec-
tives. Th ey employed the ESB to build adapters that 
worked with existing systems, which were then avail-
able as services to implement the business process.

When determining the technologies to employ in 
an SOA, an architect should view an ESB as a set of 
capabilities that fulfi lls infrastructure needs rather 
than as a single COTS product or a set of tools that 
must be purchased together from a single vendor. 
An ESB solution is not required for an SOA, but it 
can provide the appropriate prebuilt plumbing to 
connect services, supporting service management, 
messaging, workfl ow, and many other capabilities. 
Th is functionality can be provided by a single ven-
dor or by using multiple independent products. In 
the former approach, an integrated, comprehensive 
suite of infrastructure products from a single vendor 
may fi t the needs of the organization. However, the 
latter approach may help maintain vendor neutrality 
(i.e., allowing an easier transition from one vendor 
solution to another), reduce costs, and provide fl ex-
ibility in the implementation (i.e., not being tied to a 
specifi c vendor for the overall implementation). Th e 
SOA architect should try to avoid becoming overly 
tied to a single vendor’s ESB solution.

Prior to implementing an SOA, it is important to 
realize that eff orts and resources will likely need 
to be shared across the development of business 
and infrastructure capabilities. Th is requires that 
resources be adequately prioritized to ensure a bal-
anced approach across business activities and infra-
structure upgrades. Some best practices to ensure a 
balanced and reasonably scoped eff ort include the 
following:

• Leverage existing systems: Rather than discard-
ing legacy systems, focus on bringing new tech-
nologies and capabilities to the development 
eff ort, determine what can be leveraged from 
existing systems, and wrap them to expose 
capabilities as part of the SOA implementation. 
Verify that these activities are justifi ed by a 
business case.

• Employ only the necessary standards and 
technologies: Focusing on a particular business 
problem means focusing the implementation on 
particular technologies and specifi cations that 
support developing a solution for that business 
problem. It is not necessary to employ every stan-

dard and technology at once, especially during 
the initial pilot.

One key to a well-scoped SOA eff ort is identifying 
the overlap between business objectives and existing 
legacy systems to identify opportunities to leverage 
legacy systems to accomplish business goals.

Defi ne success criteria—Defi ning the criteria of 
success is crucial to understanding when an SOA 
achieves success and to quantify the SOA deploy-
ment’s return on investment. ZapTh ink identifi es 
three commonly used criteria to measure success:40

• A complete architectural design: Within the 
scope of the pilot, a design that includes details 
about service contracts, invocation styles, and 
other elements of a working SOA implementa-
tion are necessary. Th is design may serve as a 
starting point for follow-on SOA eff orts. Th e 
Intel Corporation’s41 design consisted of a proto-
integration framework and methodology and a 
set of SOA development practices to coach the 
teams who were developing the services and to 
integrate COTS products into this framework. 
Intel spent about a year developing the baseline 
services for very basic SOA functions and the 
integration capability.

• Reusable business services: Measure the level 
of reusability of services developed during the 
SOA’s initial deployment. Intel focused their SOA 
implementation on reuse, measuring the suc-
cess of their SOA on the cost savings achieved 
by reuse (i.e., the value of reuse in dollars). Intel 
quantifi ed the value of the reuse of services by 
measuring the number of reusable services and 
the number of consumers using the services. Th e 
cost savings was in excess of tens of millions of 
dollars.

• Governance criteria: An initial SOA deployment 
should have a governance approach that handles 
assigning roles and responsibilities, requires 
policy creation and management, and evolves 
with the SOA implementation. Th e pilot should 
provide this initial governance framework, which 
can then be leveraged and evolved in future 
eff orts. For example, Intel developed an internal 
services portfolio planning process that provided 
business processes for identifying services and 
prioritizing service development and deployment. 
Th e process included intercepting business solu-
tion projects to identify common services across 
implementations and to defi ne a service delivery 
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timeline. Also included in the governance frame-
work were best practices for developers to use 
in designing services to foster service-oriented 
development and reuse.

Capture lessons learned and educate the 
enterprise—An important reason for incremen-
tally developing an SOA (i.e., starting with a well-
scoped SOA pilot) is to capture the lessons learned 
and educate the enterprise.42 Th ere is a great deal 
of knowledge and many lessons learned that can 
be gained from starting small, understanding the 
potential pitfalls and best practices, and learning 
from them before moving onto a large-scale enter-
prise adoption. It is important to look for knowledge 
management practices to capture the lessons learned 
and share them across the enterprise. By advocating 
and supporting the collection and dissemination of 
best practices and patterns, Federal decision makers, 
architects, and developers can reduce the uncer-
tainty and risk in determining when, where, and 
how to apply an SOA.

Shanxi Mobile’s SOA implementation illustrates 
the importance of educating the enterprise. From 
their SOA initiative, the principal lesson learned 
was that people matter most.43 Processes start with 
people, not systems—if system developers do not 
understand what, why, and how people do things, 
they will not develop systems that are relevant to 
the people or the enterprise. Helping people see the 
big picture and learning to understand the needs 
of others, including customers, will foster coopera-
tion. Persuading people to cooperate on an emerg-
ing SOA initiative may be diffi  cult. Business units 
should recognize that their silo does not necessar-
ily refl ect the total picture and that an enterprise 
requirement that crosses business functions will 
off er more options to everyone.

Have a Long-Term Vision

Starting small is important, but in doing so, it is 
important not to lose sight of the big picture. An 
initial SOA implementation may focus on satisfying 
a particular business need or providing a service to 
a particular set of consumers. However, it is impos-
sible to predict how the services will be used and 
who will use them in the future. Building an SOA 
for today can result in tightly coupling services for 
specifi c service consumers, resulting in stovepipes 

with pair-wise connec-
tivity between systems. 
Furthermore, without plan-
ning for future or unpre-
dictable usage, SOA may 
fail to meet future service 
demands. Th erefore, SOA 
implementations should be 
designed with the expec-
tation that requirements 
will evolve. SOA should be 
built to allow for scalability 
and expansion, both in the 
scope and requirements of the SOA deployment. 

Manage services through monitoring—Managing 
services is essential given the unpredictable nature 
of a service’s usage. Monitoring services can provide 
a measure of how well management goals are being 
met and aid in pinpointing and resolving problems. 
Some examples of service goodness measures that 
can be monitored include:

• Service performance and availability: 
Comparing the service execution time and 
downtime to SLAs helps identify inconsistencies 
and indicates when scaling the infrastructure is 
necessary to meet higher demands.

• Service access: Implementing authentication and 
authorization capabilities to monitor and control 
access to the service.

• Service auditing: Logging a service’s activity 
helps determine usage patterns, intrusions, and 
tracks the service’s functionality.

• General policy compliance: To eff ectively imple-
ment the governance of services requires, at a 
minimum, a semi-automated infrastructure to 
monitor the services’ compliance to the defi ned 
policies.

As defi ned by Forrester, SOA management consists 
of the “soft ware infrastructure to ensure that the 
production operation of SOA-based services delivers 
on Quality of Service (QoS) expectations for techni-
cal performance and availability and, optionally, on 
QoS for security, business operations, and general 
policy compliance.” 44

Forrester identifi es two alternatives to SOA man-
agement solutions: standalone and embedded. 
Standalone solutions are soft ware systems that 
monitor the SOA’s infrastructure and are oft en 
available as single products. An alternative is to use 

Starting small is 
important, but 
in doing so, it 

is important not 
to lose sight of 
the big picture.



 A Perspective on Emerging Industry SOA Best Practices 11

existing application platform monitoring capabilities 
that may be adequate for near-term SOA monitor-
ing (i.e., an embedded management solution). Th e 
embedded management approach uses existing 
component-level monitoring capabilities as part of 
an overall service management solution. As a best 
practice, embedded management solutions should 
be considered as part of the initial SOA implementa-
tion, which can then evolve to a standalone solution 
if necessary.

Choose implementations that are easily 
scalable—In David Linthicum’s blog, “Scalable SOA 
Solutions Continue to Emerge,” 45 the writer points 
out that many recently employed SOA technologies 
and approaches were not tested with higher applica-
tion, information, and service management traffi  c 
loads. Rather, they focused more on getting solu-
tions up and running rather than on performance 
or scalability. Unfortunately, Linthicum indicates, 
choosing the wrong technology or approach leads to 
problems that may be painful to fi x.

In SOA implementation design and technol-
ogy, decisions should not preclude scalability. 
Considerations should include the following:

• Infrastructure: As services are deployed, the 
infrastructure should support short-term goals 
and allow for long-term extensibility. For exam-
ple, infrastructure virtualization technologies 
should be considered to minimize complexity 
and retain the focus on agility and fl exibility.46 
Th is technology can be used to create virtual 
servers and storage devices for application com-
puting and storage, allowing application pro-
cesses to be executed across a pool of resources. 
Th is leads to a separation of the infrastruc-
ture and applications, which leads to greater 
fl exibility.

• Service development: Providing guidance for 
service developers will help ensure that scalable 
services suitable for business process orchestra-
tion purposes are built. While immediate goals 
may be oriented toward a specifi c business 
process, the reuse of these services within other 
processes will require an appropriate level of 
granularity of services.

• Testing: Adopt testing practices to test the 
performance (e.g., load testing) and to perform 
functional, interoperability, and vulnerability 
testing to ensure that the SOA implementation is 

robust, scalable, integrated in the environment, 
and secure.47

A good example of a scalable SOA implementation, 
from the infrastructure perspective, is Wachovia’s 
Corporate and Investment Banking division’s SOA 
implementation.48 Wachovia’s goal was to employ 
an SOA to break down silos of highly customized 
fi nancial products and services while leveraging 
existing legacy systems in the horizontal integra-
tion process. Th e potential fl uctuations in demand 
at diff erent times among various divisions provided 
potential for wasted or insuffi  cient resources that 
could lead to poor performance. Th eir solution, a 
grid computing-based infrastructure, provided the 
framework to allow for scalability and the eff ec-
tive use of computing resources to reduce costs and 
improve performance.

Build security from the ground fl oor—Due to the 
number of potential environments, domains, and 
platforms that would be crossed while executing an 
SOA business process, a federated approach to secu-
rity may be adopted. In a decentralized SOA envi-
ronment, simple perimeter controls and centralized 
security models may be ineff ective. It is diffi  cult and 
expensive to include security as an add-on capability. 
Th e fundamental security areas to address include 
authentication and identity management, autho-
rization and confi dentiality, integrity, availability, 
non-repudiation, auditing and monitoring, security 
administration, and policy management.

Establish a governance framework—An enter-
prise-wide adoption of an SOA is only possible if the 
policies and procedures governing its adoption are 
implemented and if the implementation is aligned 
with business goals.

Ensure Governance Is a Key Component of 
the SOA

Successfully implementing the changes necessary for 
enterprise-wide SOA adoption requires putting poli-
cies and processes in place, which are largely driven by 
business needs. Organizational commitment to gover-
nance is necessary for SOA initiatives to be successful.

SOA governance serves three primary purposes.

• Defi ning roles and responsibilities: Establishing 
roles and assigning responsibilities is very impor-
tant to promoting ownership and accountability.
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• Aligning IT investments with business goals: 
Business-driven IT governance ensures that IT 
is responsive to business needs. It helps defi ne 
processes and policies that contribute to success, 
including identifying new services to support 
business goals and determining priorities and 
funding for establishing services.

• Creating, communicating, and enforcing poli-
cies: Governance provides consistency across an 
organization’s service lifecycle management (e.g., 
modeling, assembly, deployment, and manage-
ment), adherence to standards and best practices, 
reuse of services, and enforcement of operational 
policies across SOA runtime environments.

An SOA Center of Excellence, consisting of both 
business and IT professionals, can serve many of 
these SOA governance objectives, by establishing 
ways to measure the eff ectiveness of governance and 
facilitating the governance activities discussed below.

Oracle’s SOA Governance Framework49 defi nes SOA 
governance as the interaction between policies, 
decision makers, and processes that ensure an SOA’s 
success. As identifi ed in Oracle’s SOA Governance 
Framework, key leverage points for SOA governance 
include architecture, technology infrastructure, 
information, fi nancial, portfolios, people, project 
execution, and operations.

Architecture—An architectural approach sets up a 
minimal set of constraints to ensure consistency in 
service implementations, which results in services 
with improved interoperability, composability, and 
reusability when working on a shared infrastruc-
ture. As a best practice, an IT organization should 
consider developing a reference architecture to align 
architectural principles across lines of business. 
Governance should include policies for architectural 
documents, guidelines for service designs, processes 
to assess adherence to the reference architecture, 
and processes for reviewing and updating the 
architecture.

Technology infrastructure—Technology should 
be identifi ed, sourced, and managed. Failure to 
enact technology policies may result in unjustifi ed 
technology investments, redundant capabilities, or 
incomplete or non-functioning services with poor 
interoperability unfi t for enterprise-wide adop-
tion. As part of SOA governance, policies should be 
established to ensure that an infrastructure plat-
form, which may include messaging, security, and 

other utility services, is employed by all projects. 
Consistency in developing services and migrating 
legacy systems and ensuring that investments in the 
infrastructure coincide with business goals should 
also be included in SOA guidance. For example, to 
maintain interoperability, policies should be created 
to ensure that technical solutions adhere to industry 
standards to maintain vendor neutrality. 

Information—An eff ective SOA implementation 
requires addressing data quality and interoperability 
issues; otherwise, any unresolved issues can lead to 
poor data quality and inconsistent data. Governance 
should include defi ning data ownership, setting 
up a data architecture, establishing policies and 
guidelines to adhere to data standards chosen by 
the enterprise or domain, establishing policies to 
conform to data quality metrics, establishing secu-
rity policies for data access, and developing SLAs 
for data services. As a best practice, it is useful to 
establish an enterprise data management group to 
establish data governance policies and procedures 
that cut across multiple business domains and 
monitor enforcement of the governance. 

Financial—SOA projects usually have a steep 
ramp-up cost because creating reusable services 
requires more thoughtful designs and thorough test-
ing. As a result, service providers bear a large portion 
of the costs rather than consumers, which is hard 
for service providers to justify in the short term. 
Financial decisions and policies should be designed 
to balance these costs. Funding should be allocated 
to sustain the development of common business and 
utility services and for the shared infrastructure. As 
a best practice, central funding should be considered 
for services that cut across program and/or organi-
zational lines. In addition, an incremental funding 
strategy should be developed for individual SOA 
projects in which future investments are driven by 
their demonstrated business value.

Portfolios—Employing eff ective policies for govern-
ing the enterprise portfolio of services is important 
for ensuring consistency among service lifecycles, 
aligning project milestones with the SOA strategy, 
planning business and utility services, and ensuring 
that the existing enterprise applications are appro-
priately leveraged when developing services. As a 
best practice, the SOA approach should focus on 
high-value business processes driven by multi-year 
strategic plans that integrate business and IT goals.
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People—Users and providers across the enterprise 
community can be the key drivers or resistors of 
an SOA implementation. Policies that encourage 
behavior in support of the SOA should be part of 
a governance approach. Th is includes assigning 
responsibilities and empowering people to drive 
process improvements; training people on the 
architecture, development, testing, and deployment 
of services; creating incentives for reusing services; 
and establishing an enterprise architecture group 
for SOA adoption. As a best practice, organizations 
should provide enterprise SOA training for their 
architects, developers, project managers, business 
analysts, and quality assurance teams. 

Project execution—Since some projects are not 
well suited for an SOA implementation, policies 
and guidelines should be put in place to make these 
determinations. Policies are useful for prioritizing 
projects and aligning them with the SOA’s roadmap. 
Addressing the funding, ownership, and manage-
ment of services will drive consistency in service 
implementations and the reuse of services. Tackling 
the creation, storage, and retrieval of shared SOA 
artifacts and formalizing the governance of the 
lifecycle of services, business processes, and business 
rules are also important. As a best practice, using 
a service registry to catalogue existing services can 
help with reuse. 

Operations—Shared services raise interesting 
challenges in runtime management. Th e runtime 
operation of services should be enforced with 
policies to ensure that SLAs are met. Th ese include 
the operational model for services (e.g., who pays 
when additional resources are needed for a service), 
monitoring services to ensure they are meeting 
demands, handling policy exceptions and violations, 
and defi ning and enforcing runtime policies (e.g., 
security, access, logging, billing policies, and service 
reliability). As a best practice, it is helpful to initially 
centralize SOA operations and support. As the SOA 
matures, deploying a service management solution 
to enforce runtime policies in a more distributed 
manner should be considered. 

SOA governance is critical to the success of an SOA 
eff ort. While SOA governance, especially early 
in the process, is important, defi ning an eff ective 
governance authority is unlikely to occur until the 
organization sees the value of the SOA. As part of 
the “start small, learn, and evolve” strategy, leaders 

should focus on motivating the organization to 
adopt the SOA approach and defi ne success metrics 
and key performance indicators to determine the 
success of the governance strategy. Example met-
rics may include the number of applications using 
shared services, compliance with key aspects of a 
reference architecture, and adoption of enterprise 
standards.

Integrate Security Throughout the SOA Design

Th ere are a variety of techniques that can be 
employed to signifi cantly mitigate the increased 
threats associated with exposing services on the 
network when they are applied throughout an 
enterprise infrastructure. All security mechanisms 
involve tradeoff s, and eff ective security requires a 
cohesive, system-wide approach. Security should be 
considered when the architecture is fi rst designed 
because of the tight coupling between security 
mechanisms and other architectural choices. Alan 
Radding explains that “like governance, security 
has to be considered from the start.” 50 By addressing 
these needs early, an SOA implementation can be 
secured.

Th e challenge: Enabling information sharing 
with security—A primary objective of applying 
service orientation to a system’s architecture is to 
facilitate broader user access to information stored 
within that system.51 Th is objective gives rise to 
the challenge: how to enable information shar-
ing while protecting and securing the information 
being shared.52 Th is can be successfully addressed 
by dividing it into three major areas and systemati-
cally tackling each one: empowering unanticipated 
users (if SOA will be used to implement an informa-
tion sharing strategy that requires access privileges 
for unanticipated users), establishing trust across 
organizational boundaries, and mitigating newly 
exposed vulnerabilities.

Empowering unanticipated users—In systems 
without SOAs, all users are known a priori. Th is 
known information allows the system to control 
access to resources in a straightforward manner. 
Authentication, which establishes trust in a user’s 
identity, is performed using locally stored creden-
tials (i.e., usernames and passwords). Authorization, 
or determining an authenticated user’s right to 
access a resource, is achieved by using access control 
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lists (ACLs) based on user identity or by assign-
ing each user a role with specifi c access privileges. 
When this legacy model was being used, Federal 
leaders could readily trust that the users on their 
systems were authenticated and approved for the 
appropriate level of access.

In contrast, if SOA will be used to implement an 
information sharing strategy with unanticipated 
users, Federal leaders and security architects will 
need to establish enterprise-wide authentication and 
authorization mechanisms in order to support this 
type of use. When employed, this approach requires 
each service to authenticate legitimate but unantici-
pated users, and authorize them accordingly using a 
set of access control policies. As this is put in place, 
Federal leaders and security architects will need to 
establish mechanisms within their architectures to 
provide their own information services with enter-
prise-wide authentication and locally enforced autho-
rization to support access by unanticipated users.

Establishing trust across organizational 
boundaries—One of the core benefi ts of service 
orientation is ease of interoperability. SOA enables 
disparate organizations to technically communicate 
and collaborate seamlessly, but it does not ensure 
that such interoperability will be condoned socially 
and politically. To maximize the value realized by 
this paradigm, Federal leaders must successfully 
establish trust relationships with business partners.

Tony Baer from SAIC highlighted this challenge: 
“while trust was implicit for traditional IT appli-
cations, for SOA, it must be made explicit. For 
instance, when intermediaries are involved, the 
service provider must depend on the intermediary 
to vouch for the original requestor. To avoid rein-
venting the wheel when defi ning access privileges 
for each new service, a standard mechanism for 
communicating trust becomes essential for SOA.”

Th e ability to empower unanticipated users by using 
enterprise security services and attribute-based 
access control provides a fi rm technical founda-
tion upon which trust can be established across 
organizational boundaries.53 But each organization 
also needs to be confi dent that the other organiza-
tions it interoperates with have adequately secured 
their respective information systems and services. 
Confi dence builds trust, and a common certifi cation 
and accreditation process builds confi dence among 
organizations.

Mitigating newly 
exposed vulnerabilities 
(of applications and 
services)—With all 
distributed computing 
architectures, including 
SOA, as external access 
to system capabilities 
becomes available, vul-
nerability will increase 
due to open ports and 
new attack vectors. Th is 
vulnerability occurs 
because adversaries have 
the ability to interact 
with the system exter-
nally, potentially in such 
a way as to exploit soft ware vulnerabilities within 
internal applications and processes. Even a single 
exploitation of one of these newly exposed vulner-
abilities can undo all prior attempts at establishing 
trust across organizational boundaries.

Contemporary Web Service off erings utilize well-
defi ned XML interfaces, and while there is increased 
vulnerability due to open ports,54 the frequent use of 
robust input data validation in contemporary SOA 
implementations provides signifi cant risk mitiga-
tion. Additionally, XML schema validation and 
application layer fi rewalls also serve to reduce the 
risk that an internal application will be exploited by 
an external attacker.

Federal leaders need to ensure that suffi  cient 
resources (i.e., time and money) are allocated to 
mitigate the exposure of these new vulnerabilities 
so that the levels of cross-organizational trust and 
interoperability they have worked so hard to achieve 
can be maintained.

Ensure the right security for each service—In 
many ways, protecting services in an enterprise is 
like protecting any other resource. Some resources 
require stringent security against sophisticated 
threats, while others may exist in relatively stable 
environments without any requirement for strict 
control. Services do not always need the same level 
of security, which is an important perspective in the 
development of an SOA.

For a successful SOA implementation, the right 
security mechanisms should be applied to the right 
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services. Security should be balanced with other 
considerations (e.g., performance and scalability).

Set Your Expectations on the Return on 
Investment

A recent Cutter Consortium report52 analyzed the 
state of SOA and surveyed 97 global fi rms to exam-
ine the adoption of SOA across industry. In their 
analysis, they surveyed corporations on the benefi ts 
they expect to gain from implementing an SOA. 
Some of the responses were as follows:

• 67 percent reported increased business fl exibility.
• 64 percent expected cost-eff ective development 

of composite applications.
• 58 percent indicated lower soft ware integration 

costs.
• 51 percent expected greater economies and effi  -

ciencies through the reuse of code.
• 51 percent would like to turn soft ware from an 

inhibitor of business changes to an enabler.
• 44 percent reported an improved return on 

investment (ROI) on existing IT applications.

While cost savings is a primary motivation for 
adopting an SOA, the authors of this study also 
reported that a fundamental challenge to SOA adop-
tion is determining how to pay for the SOA, given 
steep learning curves, a lack of technology skills and 
familiarity, a lack of mature industry standards, and 
a lack of user enterprise management ability (i.e., 
governance) to plan integrative SOA implementa-
tions. An organization adopting SOA approaches 
needs to have a realistic expectation on how much 
investment is needed and the expected ROI.

Expect upfront costs—In reality, an SOA will 
initially cost more money than traditional archi-
tectures. To estimate this cost, David Linthicum 
recommends a budget-to-budget best practice (i.e., 
budget some time to understand your domain in 
detail to help you make more informed budget-
ing decisions).53 Th e cost of an SOA is typically 
expressed as follows:

Cost of SOA = Cost of Data Complexity + 
Cost of Service Complexity + Cost of Process 
Complexity + Enabling Technology Solution

Costs are driven by multiple technical and orga-
nizational factors. From a technical perspective, 
new technologies will be employed with interfaces, 

layers, utility services, and adapters that must be 
supported. Th ere are associated engineering costs 
for the design, including scalability and the general-
ity of interfaces. On an organizational level, business 
analysis will have initial costs that will ultimately 
yield signifi cant results. SLAs, cost recovery mecha-
nisms, governance boards (e.g., service lifecycles), 
and enterprise security rules should be established 
to allow access and trust relationships to form. Most 
of the costs are not for the SOA implementation, but 
for areas that were previously ignored (e.g., business 
process modeling). An SOA just highlights the need 
and allows for cleaner alignment.

Th ere are additional costs for designing the 
service for agility, which go beyond the initial 
investment. An assessment by Ken Vollmer 
and Mike Gilpin of Forrester Research shows 
SOA-based developments can be twice the cost 
of traditional approaches when viewed solely 
with respect to building a particular application 
component. Typical client-server approaches only 
optimize the current set of requirements and re-
use (i.e., generalization of the interface) is rarely 
done. With an SOA, since designing the service 
(rather than the business logic or capability) is a 
fi rst-order engineering item, it is an add-on cost 
to the soft ware design, so the monetary payoff  is 
generally not evident (e.g., savings based on ease 
of maintenance or reuse) until aft er the deploy-
ment. Initially, the SOA will cost more than 
traditional approaches.

Th e monetary savings may not be local—Th e 
cost savings associated with an SOA may not be 
realized by every part of an enterprise. Many of the 
costs associated with the SOA approach are from 
consolidating silos of applications with redundant 
functionality and data throughout organizations.57 
Case studies that demonstrate consolidating services 
using an SOA were discussed earlier. Service reuse 
leads to reduced maintenance costs, which results 
in cost savings across the enterprise. Along simi-
lar lines, SOA also encourages platform-agnostic 
services, enables virtualization of the infrastructure, 
and allows organizations to choose the most cost-
eff ective, best-of-breed application components for 
particular functions.

Monetary savings may not be realized 
immediately—While an exact payback period 
is diffi  cult to quantify, the win will initially come 
from the business analysis and work fl ow activity. 
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Long-term cost savings and the advantages over 
adversaries will come through the organizational 
agility that the SOA will provide and the ability to 
share information in accordance with net-centric 
tenets. Th e value of this organizational agility may 
be hard to measure, but some quantifi able fi nancial 
rewards may include consolidating services to elimi-
nate redundant capabilities, lower integration costs, 
and service reuse.

Savings may be more than monetary—In many 
cases, especially within the Federal Government, 
monetary savings is oft en not the primary concern. 
For example, within DoD warfi ghting systems, 
fl exibility in system implementations can speed up 
adding and modifying capabilities within systems, 
which accelerates the deployment of urgently needed 
capabilities to warfi ghters. Th e end result is a faster 
delivery of improved capabilities and more eff ective 
executions of missions, which can potentially save 
lives.

Without clear monetary cost savings, incen-
tives are important—Without clear and immedi-
ate cost savings, it is imperative to understand the 
stakeholder’s incentives, which can come in two 
forms. First, the providers or consumers should 
see direct value. Part of this includes eff ective 
mechanisms that provide incentives for appropriate 
behavior among service providers and consumers. 
Alternatively, a visionary who has authority will see 
the broader benefi t that provides the SOA’s direction 
(i.e., there is support from the executive leadership). 
Th is typically occurs when there is a compelling 
business need to initiate change, and leadership sup-
port drives the change.

Examine SOA as Part of a Networked 
Enterprise

At the core of a networked enterprise is the ability 
to leverage IT resources that can adapt to evolving 
requirements and rapidly deliver new functional-
ity to meet users’ needs. As Federal agencies move 
toward a networked enterprise, a fundamental shift  
is required to move away from the acquisition and 
management of stand-alone systems with pair-wise 
connections. A refocus is needed for organizing 
distributed capabilities to foster easier reusability 
and composability to deliver new functionality in 
a timely and cost-eff ective manner. SOA may be 

useful for a networked 
enterprise, but an SOA 
alone is likely insuffi  cient.

Th e DoD’s Net-Centric 
Environment (NCE) pro-
vides a useful example. Th e 
DoD’s concept of an NCE 
is defi ned as a framework 
for full human and tech-
nical connectivity and 
interoperability that allows 
all users and mission part-
ners to share the informa-
tion they need, when they need it, in a form they 
can understand and act on with confi dence, and 
that protects the information from those who 
should not have it.58 Th e DoD Net-Centric Services 
Strategy (NCSS)59 defi nes four goals to achieve this 
vision.

• Provide services: Information and functional 
capabilities need to be available as secure ser-
vices on the network.

• Use services: Existing services should be used to 
satisfy mission needs before creating duplicative 
capabilities.

• Govern the infrastructure and services: Policies 
and processes should be established for a single 
set of common standards, rules, and shared 
secure infrastructure and services throughout 
the DoD’s enterprise to ensure interoperability.

• Monitor and manage services via Global 
Information Grid (GIG) Network Operations 
(NetOps): Services should be implemented in 
accordance with DoD’s GIG NetOps Strategy 
and concept of operations to ensure situational 
awareness of the NCE.

Th e NCSS cites shared services and SOA as one 
way to achieve NCE’s goals. Many of the goals are 
aligned with the advice presented in this paper on 
SOA. Services should be available, usable, and man-
aged through policies and monitoring. Th ese guide-
lines can help improve operational eff ectiveness, 
enable an improved, standards-based approach to 
achieve information sharing, and increase the ser-
vice provider’s agility through cost- and resource-
eff ective reuse of capabilities.

SOA alone is insuffi  cient for an NCE within the 
DoD or, more broadly, for a networked enterprise 
within the Federal Government. Th e enterprise 
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should establish and enforce how the service’s build-
ing blocks will be made available, secured, operated, 
and used. Th is challenge includes resolving issues 
of trust, funding, and governance. For example, an 
NCE entails establishing trust between peer units 
with services managed outside the vertical chain 
of command within the DoD.60 Michelsen distin-
guishes between vertical integration (i.e., where one 
works within the organizational chain of command 
boundaries) and horizontal integration, which 
involves working across vertical chains of com-
mand. He points out that before realizing the value 
of reusable services, agencies should establish trust 
horizontally, put appropriate funding vehicles in 
place, and develop the right incentives to motivate 
change (e.g., openness and sharing are critical to 
realizing the net-centric vision). 

Given the promise of enabling a networked enter-
prise through SOA, organizations should fi rst 
ensure the SOA implementation supports the 
networked enterprise, consider the issues of estab-
lishing trust, and the fi nancial and people-related 
aspects of governance.

Conclusion

Th is paper presents a set of best practices and 
key characteristics based on industry experience 
for successful SOA implementations. Th e intent 
of this paper is to leverage industry guidance on 
SOA by identifying a manageable set of best prac-
tices that are relevant to the Federal Government. 
Government leaders and MITRE engineers can use 
these best practices to ensure that customers are 
receiving advice aligned with industry trends and 
experiences. 

Central themes of these best practices include the 
following:

• SOA is not just an architecture initiative or a 
technology implementation eff ort; a successful 
SOA implementation requires cultural changes 
in an organization. Organizations should shift  
their focus to service-oriented thinking and 
implement eff ective governance to align their IT 
portfolio with business drivers.

• Adopting an SOA is an incremental process; suc-
cessful implementations focus on solving busi-
ness and operational challenges in a scalable way.

• Data and security are important SOA consider-
ations; insuffi  cient attention to data or security 
can compromise the success of the SOA eff ort.

• Benefi ts of an SOA largely occur at the enterprise 
level and may not be evident in a single project or 
be purely monetary.
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