Integrated Ops-Intel Team
Sensemaking for
Non-Traditional Warfare

Frank Stech
703-983-5920 « stech@mitre.org

MITRE-Sponsored Research

N MITRE

Technolo
> .= Program P




Problem

m Notorious failures in operational and intelligence
teamwork:
— Irag Blackhawk shoot-down
— 9-11-2001
— Iraq WMD intelligence
— Iraq counterinsurgency planning

m Hypothesis: Such groups may lack the sensemaking
methods of “high reliability organizations” (HROs)

B Sensemaking: enables groups to deal better with
iInformation uncertainty, ambiguity, and equivocation
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Objective

Develop and apply assessments and guidelines based on use of
sensemaking methods in HROs and lack of sensemaking in
“normal accidents”
Equip organization designers and managers with team
assessment measures and design guidelines based on:
— Cognitive sociology
m HRO methodology
m Normal accident theory
Aid intel team reform and ops-intel groups designs by applying
the cognitive sociology of normal accidents and HROs:
— Aircraft carrier flight deck operations
— Nuclear power plant operations
— Air traffic control centers
Help in “curing analytic pathologies” beyond just enhanced
situation awareness
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Activities

B Survey methods and develop metrics for:
— Cognitive analysis of ops-intel teams
— Effective measurement of sensemaking
m Apply methods and metrics in assessments:
— Observing exercises in “the wild”
— Performing experiments in “the lab”
— Determining task characteristics of non-
traditional warfare analysis and operations
B Propose organizational design guides
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Highlight
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Impacts

m Yardsticks for assessing the re-engineering
of ops-intel teams
B Extending and expanding MITRE expertise:
— Cognitive sociology
— Organization sensemaking methods
m Application areas:
— Intelligence centers and teams
— Operational centers and teams
— Time-sensitive targeting cells
— Air traffic control centers
— Forensic teams (fraud, audit, etc.)
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Future Plans

Developing the Center of the Multidisciplinary Framework

Multidisciplinary Framework

Contributors for
Sensemaking Research
\/ Common taxonomy of sensemaking constructs and theories
Academic
Disciplines \/ Linkages among multiple levels of analysis
Code of best practice for observation, measurement,
experimentation, and modeling
\ Guide for application of sensemaking concepts and models to
/' information technology development, training development,
and organizational design
Applied Standard operational scenarios that facilitate construction of
Research a consistent body of knowledge and meta-analysis
Test Beds

Application
Areas

Intelligence
Analysis

Joint / Coalition
C4l Operations

Repository of empirical findings that motivate and guide
mathematical modeling and simulation

7\

Counter-Terrorist
Operations

Homeland
Defense

Leedom (2001) Final Report: Sensemaking Symposium
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